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Abstract: The spread of fake news has damaging social, political, and economic effects. It has become a
major problem, particularly with the rapid spread of these news stories across social media platforms.
Attempting to detect misinformation quickly is a problem because not much context is provided about
the news in its early stages of dissemination. In this paper, we describe our Spatio-Temporal Attention-
Driven Graph Neural Network (STAGNN), which utilizes multi-stage propagation to detect fake news in its
early stages. This makes dynamic propagation graphs to model user and news content interactions to
represent user interactions. Using a hierarchical multi-stage propagation method, we capture the broad,
global interactions of news, and an attention-based aggregation method, we capture important news
propagation. We also employ a unique hybrid loss function which includes a propagation regularization
loss and a classification loss, which strengthens the model’s robustness and generalization while sparse
early-stage propagation is modeled. Our STAGNN framework has been shown in multiple studies to
surpass existing graph neural network models by at least 4% to 10% when measured with the F1 statistic
and in other metrics for measured effectiveness. Our framework should be the go-to solution in real-world
social media environments.

Keywords: Fake News Detection; Graph Neural Network; Social Networks; Attention-Driven GNN; Multi-
Stage Propagation Modeling; Misinformation.

1. Introduction

The use of social media for communication has allowed news to reach large audiences around the world
in a matter of minutes. The decentralized nature of social media means the rapid spread of fake news
occurs simultaneously. The spread of fake news results in social disruption, political interference, and
economic loss, along with a general distrust of digital platforms. For these reasons, the early detection of
fake news is essential. Traditional methods for the detection of fake news rely on the analysis of the
textual content, user metadata, and engineering of features. The main shortcomings of these methods
include their inability to understand context, short text, adversarial manipulation, and reliance on
complete information that is usually not available during the early stages of propagation. The use of Graph
Neural Networks (GNNs) has provided a way to comprehensively represent the complex relationships
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found in social networks in a way that captures user interaction, the posts that they share, and the
structures of information propagation. GNNs also allow for the integration of content and context along
with the patterns of information diffusion. In order to mitigate the challenges mentioned above, this
research presents the Spatio-Temporal Attention-Driven Graph Neural Network (STAGNN) framework,
which models information propagation as dynamic graphs. STAGNN utilizes an attention mechanism in
order to identify influential nodes along with critical paths of information propagation in order to enhance
detection performance [2, 21, 25].

1.1 Objectives
The main aim of this research is to build the first intelligent framework for detecting fake news early based
on a Spatio-Temporal Attention-Driven Graph Neural Network (STAGNN). We expect this framework to
learn dynamic propagation patterns and to integrate various types of information pertaining to users,
posts, and interactions. The main intention is to evaluate the effectiveness of the proposed model on the
Twitterl5, Twitterl6, and FakeNewsNet benchmark datasets and measure it by Accuracy, Precision,
Recall, and F1-score [7, 18]. Some of the specific objectives include the following:
A. Early Detection Capability

e Detect fake news during early propagation phases (that is, when the news has already been

propagated to at most 5-10 users).

e Reduce reliance on complete propagation trees.
B. Multi-Dimensional Feature Integration

e Integrate features that are textual, structural, and temporal.

e Eliminate reliance on a single modality.
C. Robust Graph Representation Learning

e Learn non-Euclidean relations in social networks.

e Learn interactions of heterogeneous social network nodes.
D. Scalability and Generalization

e Deployable on any platform.

e Able to resist the effects of sparse and/or noisy datasets.

1.2 Contributions

The research proposes the Spatio-Temporal Attention-Driven Graph Neural Network (STAGNN) for the
first time to offer an opportunity to detect fake news early. The framework considers the temporal aspect
of information and the structure of graphs to capture the dynamic propagation of information. A stratified
approach to the modeling of propagation was used to capture the patterns of both local interactions and
the global structure of information.

Attention-based feature aggregation is the main component of the framework. It's used to capture salient
nodes and propagation paths to enhance representation learning and classification. A hybrid optimization
strategy is also introduced, consisting of classification loss and propagation consistency regularization.
This is done to improve stability, overfitting, and generalization. When compared against other methods,
such as GCN, GAT, GraphSAGE, and Bi-GCN, the proposed method demonstrates enhanced accuracy,
robustness, and scalability.
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The specific contributions are as follows.

1. Early fake news detection is achieved using the proposed Spatio-Temporal Attention-Driven GNN (ST-
GNN).

2. A new method for dynamic propagation graph modeling is introduced.

3. Attention-based hierarchical aggregation is developed.

4. A hybrid loss function is developed for generalization.

5. Extensive experiments on widely used benchmark datasets are conducted.

The remainder of this paper is organized as follows. Section 2 provides brief Reviews of literature related
to fake news detection and Graph Neural Network for Early Fake News Detection. Section 3 presents the
proposed methodology for A Spatio-Temporal Attention-Driven Graph Neural Network for Early Fake
News Detection in detail. Section 4 describes the experimental setup, while Section 5 discusses the
datasets and section 6 presents the tools and technologies used for experimentation. Section 7 describes
the results and performance analysis. Finally, Section 8 concludes the paper and outlines directions for
future research.

2. Literature Review

2.1 Background

The rapid expansion of social media platforms such as Twitter, Facebook, Weibo, and Instagram has
transformed information sharing and consumption. However, these platforms have also accelerated the
spread of fake news and misinformation, which can influence public opinion, manipulate political
processes, and create social disruption. Due to emotional appeal, sensational content, and automated
sharing mechanisms, fake news often spreads faster than legitimate information.

Early fake news detection studies mainly focused on content-based analysis using linguistic and semantic
features. However, these approaches face limitations because fake news creators can modify writing
styles to appear authentic, while social media content is often short, noisy, and context-dependent. To
overcome these issues, researchers explored propagation-based approaches that analyze information
diffusion patterns across social networks [6, 15, 22, 25].

Graph Neural Networks (GNNs) have recently gained attention due to their ability to model complex
relationships among users, posts, and propagation structures. GNN-based approaches effectively capture
structural dependencies and integrate multiple features for misinformation detection. Recent studies
have also explored multi-modal approaches combining text, images, and user behaviors. However,
challenges such as incomplete propagation information, sparse data, and limited temporal modeling
remain unresolved, highlighting the need for advanced spatio-temporal learning frameworks.

2.2 Categories of Existing Methods

2.2.1 Content-Based Methods

Content-based methods analyze textual and linguistic characteristics of news using Natural Language
Processing (NLP) techniques. Traditional machine learning models such as SVM, Naive Bayes, and Random
Forest rely on handcrafted features including n-grams, sentiment, and readability measures. Deep
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learning approaches such as CNN, RNN, LSTM, and BERT improved automatic feature extraction and
semantic representation [14].

However, these methods mainly focus on content and fail to capture user interactions and propagation
behavior. Their performance decreases when dealing with short, noisy, or manipulated social media
content.

2.2.2 Propagation-Based Methods

Propagation-based methods analyze diffusion patterns, user engagement, and temporal spreading
behavior. Techniques using propagation trees, interaction graphs, and sequential models such as RNNs
and Tree-LSTMs have shown improved detection performance.

However, these approaches often require complete propagation structures, which are unavailable during
early detection stages. Sparse and incomplete propagation data limit their effectiveness in real-time
scenarios.

2.2.3 Graph Neural Network Methods

GNNs provide an effective framework for modeling social networks as graphs containing users, posts, and
interactions. Models such as GCN, GAT, and GraphSAGE learn structural representations by aggregating
information from neighboring nodes. Advanced approaches, including Bi-GCN, Dynamic GNNs, and
Temporal GNNs, integrate structural and temporal information for improved detection.

Despite their advantages, existing GNN methods face challenges related to computational complexity,
over-smoothing, dependency on complete graphs, and robustness under sparse conditions [25].

2.2.4 Multi-Modal Methods

Multi-modal approaches combine text, images, videos, propagation patterns, and user behavior to
improve fake news detection. Models such as EANN, MVAE, and GraMuFeN utilize feature fusion
strategies for enhanced representation learning.

Although effective, these methods require large annotated datasets, high computational resources, and
struggle with missing modalities, limiting real-time deployment [1, 3, 8, 9].

2.3 Critical Comparison of Fake news Detection Methods
Following given table provide the critical analysis and comparison on methods designed by different
researchers. The table 1 shows the methods with representative models and highlights strengths and
limitations of each method.

Table 1 Critical comparisons of methods for Fake news Detection.

Method . T
etho Representative Models Strengths Limitations
Category
Content-Based CNN, LSTM, BERT Effech\{e textual feature Ignore' propagation
Methods extraction behavior
P tion- Requi let
ropagation RNN, Tree-LSTM Capture diffusion patterns equire c'omp ete
Based Methods propagation trees
Graph Neural GCN, GAT, GraphSAGE, Model structural dependencies | Computational
Networks Bi-GCN effectively complexity
Multi-Modal EANN, MVAE, GraMuFeN pnllze hgterogeneous High computational
Methods information cost
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Proposed Spatio-Temporal Early detection with dynamic Requires graph
STAGNN Attention-Driven GNN propagation modeling construction

2.4 Research Gap

Although detection of fake news has advanced, many problems are unsolved. For example, method
systems rely heavily on content and fail to analyze the underlying social structures and the dynamics of
information spread. Systems that center on the spread of information rely on complete propagation
structures, which are not available in the early stages of detection. While there is a great deal of GNN
systems, many fail to include the evolution of time, the need to scale, and the robustness that is required
with limited datasets. Multi-modal methods, in comparison, are more accurate but are very resource-
intensive and require a lot of data to be annotated. Because of this, a new scalable, and resource-efficient
approach is required that includes the modeling of time, structures, and a variety of features. The STAGNN
attempts to address these problems with the inclusion of dynamic propagation, attention-based
aggregation, and multi-layered graphs [1, 3, 8, 9, 12, 16].
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Figure 1. Proposed STAGNN (Spatio-Temporal Attention-Driven GNN) Architecture

S

3. Proposed Methodology

This paper proposes to implement a novel framework based on Spatio-Temporal Attention-Driven Graph
Neural Networks (STAGNN). It focuses on early detection of fake news, employing an approach that fuses
structural, temporal, and semantic dimensions of information. Existing frameworks based on the analysis
of the text and / or the construction of static graphs are unable to analyze the dynamic patterns of
information and the heterogeneous interactions among users and posts. The proposed framework
consists of multiple modules, including graph construction, node representation learning, spatio-temporal
graph convolution, attention-based feature aggregation, and classification.
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3.1 System Architecture Diagram

The STAGNN framework processes both the content of the news articles and the social interactions to
capture the text, behavior, and propagation features. Temporal relations among the different nodes on
the dynamic graph are represented. The spatio-temporal GNN layers capture the relations and the
attention mechanisms are used to determine the relevant nodes and the significant paths of propagation.
The resulting representations of features are final and used for the classification of fake news with
precision.

3.2 Mathematical Formulation / Modeling

The proposed framework models social media propagation as a dynamic graph learning problem. The
mathematical formulation includes graph construction, node representation learning, spatio-temporal
graph convolution, attention-based aggregation, and optimization through a hybrid loss function.

3.2.1 Graph Construction

In the proposed framework, social network interactions are represented as a graph structure where users,
posts, and interactions are modeled as interconnected nodes and edges. The propagation graph evolves
dynamically over time according to the dissemination behavior of news content [6, 22, 25].

The graph is mathematically represented as:

Gy = (th Et)
Where:

e (; represents the dynamic graph at time t
eV, denotes the set of nodes
e E; represents the set of edges

Each node corresponds to a user or post, while edges represent relationships such as reposts, comments,
retweets, or replies.

The adjacency matrix A is defined as:

A = {1, if node i is connected to node j
Yo, otherwise

The adjacency matrix captures the structural relationships among users and propagation paths in the

social network graph. Dynamic graph construction enables the framework to model evolving propagation
behavior during the early stages of fake news dissemination.

3.2.2 Node Representation
Nodes in the graph contain diverse data broken down from the text, user behavior, and propagation.
These data are used for learning the graph through node embeddings.
Node representation is given by:
X; = [T, Uy, P]
Where:
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e T; = Textual feature vector

e U; = User behavior features

e P, = Propagation-related features
Text features can be user via word embedding or transformer encoded. User features can be the
frequency of interaction, the credibility of the user’s account, activity patterns and time behavior, while
features of propagation can temporal behavior and dissemination patterns.
The node embedding is initially given in the form of:

HO =x

where H(® is the first initialized embedding of the nodes of the graph.

3.2.3 Spatio-Temporal Attention-Driven GNN Model
The STAGNN model brings together spatial graph convolution and the learning of temporal sequences to
incorporate both the structural and the evolving aspects of propagation.
The graph convolution may be expressed as:
g+ — a(D‘l/ZAD‘l/ZH(l)W(l))

Where:

e H® = Node representation at layer !

e A = Adjacency matrix

e D = Degree matrix

e WO = Learnable weight matrix

e ¢ = Activation function
This aids in the learning of patterns, both within the graph and beyond.
To model the evolving aspect of propagation, a Gated Recurrent Unit (GRU) is integrated:

Zy = GRU(H¢, Zy-1)

Where:

e H, =Current graph embedding

e Z,_4 = Previous temporal hidden state

e 7, =Updated temporal representation
The purpose of the temporal module is to allow the framework to capture the dynamics of propagation
over time, thus enhancing the early detection capability of fake news.

3.2.4 Attention Mechanism
The attention mechanism focuses on the most significant nodes and paths for propagation within the
graph. It applies flexible weight to nodes for aggregation.
The attention coefficient is calculated as:
e;j = a(Wh;, Wh;)

Where:

e h;, hj = Node feature vectors

e W =Weight transformation matrix

e g = Attention function
The attention score is calculated by softmax normalization as follows:
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_ exp(e;;)
ZkeN(i) exp (ex)

aij

Where:

* q;; = Attention weight between node i and node j

e N(i) = Neighboring nodes of node i
Using the attention mechanism, the model can capture propagation and influential users, which aids in
the enhancement of feature representation and classification.

3.2.5 Loss Function
For improved robustness and generalization, the proposed method uses a combination of classification
loss and propagation consistency regularization resulting in a hybrid loss.
The complete loss function is formulated as:
L =Lcg+ ALprop

Where:

e L r = Cross-Entropy classification loss

e Lyop = Propagation consistency loss

e ] =Regularization coefficient
The cross-entropy loss is given as:

N
Lop == ) yilog(5)
i=1

Where:

e y; = Actual label

e ¥, =Predicted probability
The hybrid optimization strategy enhances classification consistency and maintains the consistency of the
propagation structures within the graph.

3.3 Workflow

The initial step of the proposed STAGNN method is the collection and preprocessing of social media news
data (textual data, user interactions, and temporal data). This is followed by the construction of a dynamic
propagation graph that describes the relationships between users and news posts. The layers of the
spatio-temporal GNN learn the diffusion patterns and structural dependencies of the spatio-temporal
data, and attention-based aggregation is used to determine the important nodes and paths of
propagation. The last layer is a news classification layer that predicts whether a news post is fake or
legitimate. The brought forth model is evaluated, based on the metrics of early fake news detection, using
Accuracy, Precision, Recall, and the F1-Score.
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Figure 2. Workflow of the proposed STAGNN framework.

3.4 Algorithm
Algorithm 1: Proposed STAGNN Framework
Input:

Social media dataset D

Graph G(V,E)

Node feature matrix X

Output:
Fake news prediction Y
Step 1: Collect and preprocess social media data
Step 2: Extract textual, user, and propagation features
Step 3: Construct dynamic propagation graph G(V, E)
Step 4: Initialize node embeddings H(0) =X
Step 5: Apply graph convolution operation
Step 6: Perform temporal encoding using GRU
Step 7: Compute attention weights for neighboring nodes
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Step 8: Aggregate weighted node features

Step 9: Apply softmax classification layer

Step 10: Compute hybrid loss function

Step 11: Update model parameters using backpropagation

Step 12: Generate fake/real news prediction.

In the proposed STAGNN algorithm, data collection and preprocessing commence on social media. The
texts, the propagation features and the user interactive features are captured and produced in a graphed
structure. Graph convolution operations are used to learn the relationship of the structures of the nodes.
GRU-based temporal encoders learn the variation of the propagation features over time. The attention
mechanism eliminates less important neighboring nodes and focuses on the most impactful nodes and
the most influential paths of propagation when aggregating features. The prediction of fake news is done
by a SoftMax classifier and the parameters of the model are improved by a hybrid loss function. This
process is repeated several times to get a better result on the early detection of fake news.

4. Experimental Setup

Experiments for the proposed Spatio-Temporal Attention-Driven Graph Neural Network (STAGNN)
framework focused on its capability to identify early-stage fake news within information cascades.
STAGNN’s performance was benchmarked against similar frameworks based on machine learning, deep
learning, and graph neural networks using existing datasets. STAGNN’s performance was evaluated
against the same metrics for Accuracy, Precision, Recall, F1- Score, and Area Under Curve (AUC) used for
the comparison frameworks.

4.1 Experimental Environment

The proposed STAGNN framework integrates with Python 3.9 and employs PyTorch Geometric (PyG) for
the graph neural networks modeling ecosystem. NetworkX provides support for graph construction and
analysis, and the evaluation of the model is completed in Scikit-learn. The experiments were undertaken
on a system equipped with a graphic processing unit (GPU) of NVIDIA 3060, which has the CUDA support
to optimize the training and inference of the model. Table 2 provide the details of Environment
Configuration and specification.

Table 2: Environment Configuration

Component Specification
Programming Language | Python 3.9

GNN Framework PyTorch Geometric
Graph Processing NetworkX
Evaluation Tool Scikit-learn

GPU NVIDIA RTX 3060
Acceleration CUDA
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4.2 Hyperparameter Settings
The preliminary experiments helped choose the model parameters for the best detection performance
with stable convergence. Table 3 provide the details of Hyperparameter Configuration.

Table 3: Hyperparameter Configuration

Parameter Value
Learning Rate 0.001
Optimizer Adam
Epochs 100
Batch Size 64
Hidden Layers 2
Hidden Dimension 128
Dropout Rate 0.5

A learning rate of 0.001 was decided on for stable convergence during training. An Adam optimizer was
used because of its speed and learning flexibility. A batch size of 64 was used to take advantage of GPU
memory and stability of the training. Two hidden graph convolution layers were used to capture local and
global propagation patterns without creating over-smoothing. Dropout was used to regularize and reduce
overfitting while generalization was increased.

5. Datasets
Evaluation of the proposed STAGNN framework was based on three common datasets of fake news
detection [18]. Table 4 provide the details of Description related to Datasets.

Table 4: Dataset Description

Dataset Description
Twitter15 Contains fake and real news propagation trees collected from Twitter.
Twitterl6 Benchmark dataset focused on early-stage fake news detection.

Key Characteristics of Datasets
e Concise social media messages that include irrelevant noise.
e Information propagation trends in realistic settings.
e Time-sensitive interaction and spread information.
e User interaction networks availability.
e Graph-based early detection of fake news feasible.
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6. Tools and Technologies
STAGNN was built with advanced graph learning libs, ML tools, and GPU computing. These brought ease
to building, training, and evaluating the graphs [23, 25]. Following Table 5 shows the details of Tools and
Technology with its Purpose.

Table 5: Details of Tools and Technology with its Purpose

Tool/Technology Purpose

Python 3.9 Core programming and development environment

PyTorch Geometric | Graph neural network implementation and training

NetworkX Graph construction and propagation modeling
Scikit-learn Data preprocessing and performance evaluation
CUDA GPU acceleration for faster computation

For the STAGNN framework, these technologies brought ease to the implementation and evaluation of
early detection of fake news via multi-stage propagation modeling. The framework brings ease to the
graph processing for spatio-temporal learning, model training, and evaluation of the proposed STAGNN
model.

7. Results and Discussion

This part highlights the results of the proposed Spatio-Temporal Attention-Driven Graph Neural Network
(STAGNN) and discusses the results in relation to other existing models of fake news detection by using
machine learning, deep learning, and graph neural networks. The performance evaluation was done on
the benchmark datasets of Twitterl5, Twitter16, and FakeNewsNet. The early detection of fake news was
evaluated using standard metrics of Accuracy and F1-Score.

7.1 Performance Comparison

The results in Table 6 compare the proposed STAGNN model to a range of models. It shows that graph-

based models are better than traditional deep learning models, and the proposed STAGNN, which

combines spatial, temporal, and attention-driven propagation techniques is better than all other models.
Table 6: Performance Comparison of Different Models

Model Accuracy | Precision | Recall | F1-Score
CNN 0.82 0.81 0.79 0.80
LSTM 0.85 0.84 0.82 0.83
GCN 0.88 0.87 0.85 0.86
GAT 0.90 0.89 0.87 0.88
Proposed STAGNN 0.95 0.94 0.93 0.94

Figure 7: Accuracy and F1-Score Comparison
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Model | Accuracy (%) | F1-Score (%)
CNN 82 80
LSTM 85 83
GCN 88 86
GAT 90 88

STAGNN 95 94

The provided data show that the proposed STAGNN framework has the best classification accuracy and
Fl-score in the experiments (shown in Table 7)

7.2 Analysis and Discussion

The experimental data show that the proposed STAGNN framework dominates the traditional deep
learning and graph neural network frameworks in Accuracy and F1-Score. The integration of spatio-
temporal learning, attention-based feature aggregation, and multi-stage propagation modeling, which
capture the structural and temporal dynamics of the propagation of fake news, is the main contributing
factor to this framework’s performance. Traditional frameworks are unable to identify misinformation in
the early stages of data propagation and rely on the complete data interaction. The proposed framework
can. The attention mechanism of the framework focuses on the nodes that have the greatest impact on
the data and the most important pathways of data propagation, which helps the framework to form more
distinguishing features. The framework also has great robustness in the sparse and incomplete data of the
social media propagation, and is ideal for the early detection of fake news in social media.

7.3 Key Observations

Important conclusions can be drawn from the experiments.

Observation 1: Improvement in Detection Accuracy - STAGNN, unlike CNN, LSTM, GCN, and GAT, achieved
95% accuracy. The GAT model was the best model, however, the accuracy of the proposed framework
was higher by 5%.

Observation 2: Improvement in F1-Score - The proposed framework achieved an F1-score of 94% and was
approximately 6% higher than the traditional graph attention networks. This shows an improvement of
precision and recall.

Observation 3: Improvement in Early Detection - Since fake news is modeled in the earlier stages of fake
news, and especially when fake news has not yet propagated, the addition of temporal modeling and
multi-stage propagation analysis gives the framework the ability to detect fake news.

Observation 4: Improvement in Performance with Limited Data - The framework has a great
generalization capability in the real world and performs strongly and consistently when the propagation
trees are incomplete.

Observation 5: Improvement in Learning from Attention - Learning from attention was an advantage of
the framework. Focus was given to identifying influential nodes and the paths of propagation. The
outcome enhanced the learning of graph representation and led to better classification.

8. Conclusion and Future Work
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This research introduced the Spatio-Temporal Attention-Driven Graph Neural Network (STAGNN)
framework and its application for the first time to the early-detection of fake news. The framework models
multi-stage propagation and demonstrates the importance of the interrelations of network nodes. The
use of routing protocols and attention to the network structure and the connections between the nodes,
significantly enhances the framework. Testing of the framework on standard datasets revealed the
superiority of the STAGNN framework over existing GCN, GAT, CNN and LSTM based models with regards
to the Accuracy and F1 Score metrics, and also demonstrated the robustness of the STAGNN framework
when propagation is sparse or incomplete. The results of this research justified the combined use of
spatio-temporal graph structures and attention mechanisms with respect to the propagation models, for
the early-detection of fake news.

Future Work: The aim of the future work is to implement the framework on real-time monitoring systems
for social media to detect and diminish the propagation of fake news. The incorporation of transformer-
based models, such as the Bidirectional Encoder Representations from Transformers (BERT) and Large
Language Models (LLMs), into graph neural networks will be undertaken to enhance the framework. Also,
XAl methods will be employed to enhance the trust of the framework by providing transparent
justifications of the predictions made by the framework. The focus of future research will also be to
improve the framework to enhance its applicability for cross-lingual and multilingual detection of fake
news.
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