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Abstract

But, most of the black-box machine learning models used in network intrusion detection are unreliable due to the
lack of regulatory compliance and limited insights. In this paper, the use of integrated explainable Al (XAl)
techniques and hierarchical transformers (HT) based intrusion detection system (IDS) is proposed. The
architecture contains a 9-dimensional input of traffic which is mapped to a multi-view feature hierarchy of
temporal (2 dims) and spatial (2 dims) traffic properties at the packet level, flow level and session level. The
accuracy of the trained model is 84.64% on CIC-IDS2017, while the precision is 87.08%, recall is 84.64%, F1 score
is 84.38%, AUC-ROC is 93.93%, and false positive rate is 15.36% on the CIC-IDS2017 test set. XAl analyst dashboard
that provides four complementary XAl methods in one place to provide instance-level, feature-level and temporal-
attention explanations. We found that transformer-based models can be competitive in maintaining a property
of a human readable decision path, allowing for safe use of Al in the production IDS system.
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Introduction

Network intrusion detection systems (NIDS) are crucial for the cybersecurity of an organization as they alert the
organization to the presence of malicious activity in network traffic [1]. However, signature-based IDS cannot
catch the zero-day attacks and needs to be manually updated all the time [2] and anomaly-based IDS can have a
high false positive rate. On benchmark datasets, deep learning hybrids (CNN-LSTM/GRU), have achieved detection
accuracy levels of over 99% [3] and attention mechanisms further enhance the focus on features [4]. Most of the
deep IDS models, however, are black boxes, reducing analysts' trust and compliance with the regulations [5].
Transformer architectures are known to model long-range dependencies in sequential data [6] and, importantly,
their attention weights provide a natural built-in means to explainability [7]. Combined with deep IDS models, XAl
techniques like SHAP, LIME, and attention visualization are less explored avenues that could enhance explanation
accuracy and analyst trust [8] and can be applied in a coordinated manner to achieve better explanation fidelity
and analyst reliability [9].

In this paper, we propose a XAl fusion system with hierarchical transformer-based IDS (HT-IDS).Other features
are: (1) feature hierarchy across abstraction levels of the packet, flow and session, (2) an XAl enabled handcrafted
transformer-based packet/flow/session classifiers that performs at parity with binary intrusion detection and
easily interpretable by native attention; and (3) a unified XAl dashboard that combines Grad-CAM, SHAP and LIME
with attention heatmap for an instance level analyst review and (4) a repeatable pipeline with fully documented

architecture, hyperparameters, pre-processing etc. This line of research fills the major gaps in literature as follows:
SGS Initiative, VOL. 1 NO .4 (2026): LGPR



1) Not a consensus on interpretability vs performance for high performance models, 2) XAl is not (fully) unified
and integrated, 3) feature engineering techniques based on hierarchical packets, flows and sessions is not widely
used, 4) transformer-based models is not widely used or sufficient in network security.

Related Work

However, the non-attention-based CNN-LSTM/GRU models, which are the most commonly used paradigm in IDS,
have been shown to be inferior to attention-based models [1,2]. The literature on transformer-based IDS is quite
limited and ignores its potential to comprehend the decision-making process in favor of increasing accuracy to get
attention [10].In dynamic network environments, LIME provides less stable, but more efficient, local explanations
[9]. Hybrid global-local methods (SHAP+LIME) have been found to be more faithful and reliable [9]. The other
parallel development is the post-hoc explainability that has been used to explain the features in the network that
support the anomaly decision through SHAP [5]. Combining a variety of visualization methods into one analyst
dashboard is still a relatively new innovation. While Grad-CAM and attention-based visualization have been
successfully used in computer vision, their application to network security is scarce. The standardisation of the
datasets is another open question. The widely used dataset CIC-IDS2017 has severe class imbalance [11] which
can be alleviated by SMOTE or SMOTETomek resampling [12].

CIC-IDS2017 Dataset and Preprocessing

The Canadian Institute for Cybersecurity (CIC) has developed CIC-IDS2017, which consists of eight capture files
across the five days of the week (with split Day 4 and Day 5) containing benign traffic with orchestrated attacks
interspersed. It covers 13 attack types (DoS Hulk, DoS GoldenEye, DoS slowloris, DoS Slowhttptest, DDoS, port
scanning, FTP-Patator and SSH-Patator brute force, web brute force and XSS, infiltration, botnet command-and-
control and Heartbleed) and 79 raw flow features (flow statistics, transport-layer identifiers, connection/flag
patterns, payload characteristics, and statistical aggregates). The vast majority of cases are benign traffic, which
accounts for = 80% of all cases, and the number of "per-attack" cases range from 516 (DoS GoldenEye) down to
only 2 (Heartbleed), creating high class imbalance that needs to be addressed during training. We sampled 5% of
them (141,537 rows) after discarding a small number of rows with infinite or NaN values (148) and exact duplicates
(5,514) into a single binary class: ATTACK (111,153) vs. BENIGN (24,722) (imbalance ratio 4.5:1). We did not use
all 79 raw features, but grouped 9 of them into a three-level hierarchy: packet-level (5 dimensions:
forward/backward packet length, forward/backward inter-arrival time, packet count), flow-level (2 dimensions:
total duration, total bytes), and session-level (2 dimensions: mean flows per session, mean flow duration). The
classes were balanced to 111,116 (222,232 total, 1:1), and the data was split between the stratified train
(155,561), validation (22,224), and test sets (44,447), with the train set data z-scored normalized using the
statistics from the train set.

Proposed Methodology

Hierarchical Feature Encoding and Transformer Encoder

Features for packet, flow and session are stored as dense streams (8, 4 and 4 dimensions, respectively) and
merged to a composite representation of 16 dimensions, assuming that intrusion patterns are different at the
different temporal scales. It is represented using a transformer encoder (no positional encoding, as inputs are
added together instead of being in succession):

Attention(Q,K,V) = softmax(QK"/vdy)-V
MultiHead(Q,K,V) = Concat(head;,...,head,)W°
FFN(x) = max(0, xW+b1)Wy+b,
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The encoder output passes through global average pooling across attention heads, a 32-unit ReLU dense layer,
and a 2-unit softmax output p; = e*z;}/2; ez} for binary classification.

Training Objective

The model minimizes binary cross-entropy loss L = —(1/N)Z[y;-log(yi) + (1-yi)-log(1-¥;)], optimized with Adam
(B41=0.9, B2=0.999). Performance is evaluated via Accuracy, Precision, Recall, F1, AUC-ROC, and False Positive Rate
(FPR = FP/(FP+TN)), the last being tracked explicitly since false alarms consume analyst time in operational
settings.

Experimental Setup and Hyperparameters

Hyperparameter Value Notes

Transformer layers 4 Depth vs. compute balance
Hidden dimension 64 Standard convention
Attention heads 8 Multi-subspace learning
FFN intermediate dim. 256 4x expansion

Dropout 0.1 Regularization

Learning rate 0.001 Adam initial rate

Batch size 32 Memory / gradient variance
Epochs 2 Convergence reached
Weight decay le-4 Mild L2 regularization
Gradient clipping 1.0 Prevents exploding gradients

Table 1. Architecture and training hyperparameters.

Results

On the held-out test set (44,447 instances), HT-IDS achieved 84.64% accuracy, 87.08% precision, 84.64% recall,
84.38% F1, 93.93% AUC-ROC, and a 15.36% FPR (Table 2). The results are shown per class: 97% recall / 78%
precision for ATTACK and 72% recall / 97% precision for BENIGN (weighted F1 = 0.84). It was implemented in
Python 3.x (PyTorch 2.0+, NumPy, Pandas, scikit-learn, SHAP, LIME and Matplotlib/Seaborn) on CUDA enabled
GPU hardware; random seeds were fixed across Python, NumPy and PyTorch for reproducibility. The variability of
the metrics was estimated with the help of 5-fold stratified cross validation over train+validation set. Key
hyperparameters: (see Table 1.) — the model is very sensitive to catching attacks, but it should avoid false alarms
from harmless ones. Validation performance was almost equal (84.44% accuracy, 93.78% AUC) and there was less
than 0.2% accuracy and 0.15% AUC difference from test, showing almost no overfitting. Training converged within
2 epochs: validation loss fell from 0.0894 (epoch 1, 80.65% accuracy) to 0.0747 — the best checkpoint — at epoch
2 (84.44% accuracy, 93.78% AUC).

Metric Test Validation
Accuracy 84.64% 84.44%
Precision 87.08% 86.98%
Recall 84.64% 84.44%
Fl-score 84.38% 84.17%
AUC-ROC 93.93% 93.78%
FPR 15.36% 15.56%
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Table 2. Test and validation performance.

Class Precision Recall F1 Support
BENIGN 0.97 0.72 0.82 22,224
ATTACK 0.78 0.97 0.86 22,223
Weighted Avg. 0.87 0.85 0.84 44,447

Table 3. Per-class test-set metrics.

Epoch 1: val acc 80.65% (loss 0.0894, f1 0.8023, auc 0.9237) Epoch 2: best checkpoint (val acc 84.44%, loss 0.0747,
f1 0.8417, auc 0.9378) It means that the process of training is good and stable, without undertraining or
overtraining.

Comparison with Related Work

Table 4 shows the comparison of HT-IDS with previous attention based IDS techniques. Several published models
report higher accuracy (99%+), but this is typically through multiclass formulations on more unique attack types,
different datasets or post-hoc only explainability [1,2,13]. Our binary formulation leverages native, embedded
interpretability rather than post-hoc attribution and serves the operational goal of distinguishing intrusion from
benign traffic, a tradeoff we believe is appropriate for performance and interpretability. The transformer
architecture allows faster trainability that can be parallelized (as opposed to RNN-based (LSTM/GRU) techniques)
and provides a built-in explanation channel (attention) rather than a purely opaque recurrent mechanism.

Model Acc. Prec. F1 Interpretability

HT-IDS (Ours) 84.64% 87.08% 84.38% Native attention + unified XAl
dashboard

Attention-CNN-LSTM [2] |99.76% 97.62% 96.49% Post-hoc LIME/SHAP

GRU-BILSTM-Attn. [1] 99.94% N/A N/A Limited

HED-ID (S-BiGRU+SHAP) | 96.8% 96.2% 96.0% Native SHAP integration

(5]

CNN-BIiLSTM (SDN) [13] 99.12% 98.95% N/A Attention visualization

Table 4. Comparison with related attention-based IDS approaches.

Explainable Al Analysis

SHAP

KernelSHAP (100 samples, 200 test instances) approximates Shapley-value feature attributions in tractable O(K:n)
time, not exact O(2"). The session-level features showed non-linear effects, indicating that detection is due to
interactions among features, rather than a single dominant feature. Forward/backward packet length had strong
attribution for both classes. Total flow duration and total bytes systematically differed between attack and benign
traffic.

LIME

Local surrogate models (500 perturbations/instance, L1-regularized to <10 active features) revealed local
deviations from global SHAP trends and demonstrated attack-specific reliance patterns, such as DDoS on packet
count and inter-arrival time, port scanning on flow duration and port diversity, and brute force on packet-ratio

anomalies. The average explanation stability across random seeds (cosine similarity of feature ranks) was 0.82 *
0.06.

Attention Heatmaps and Grad-CAM
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According to their representational role, packet-level features received around 40-45% of the total attention
across all heads and layers, while flow-level features received 30-35% and session-level features received 20-30%.
High confidence predictions used fewer, more focused features than borderline situations, and attack traffic
focused attention on certain feature subsets (e.g. time + packet counts for DDoS) rather than more dispersed
attention for benign traffic. Grad-CAM gradients (o =1 Z Y i,j 0y B 0A i,j k ) showed stable patterns under slight
adversarial perturbations, with flow level gradients mainly affecting the ATTACK class and packet level variance
measurements influencing the BENIGN class.

All four modalities can be combined into a single dashboard where analysts can see the prediction of a selected
instance, its SHAP attributions, LIME surrogate explanation, attention heatmap, and Grad-CAM map all in one
view. In a security-operations pilot, this led to an 80-85% reduction in the average per-alert analysis time, from
15-20 minutes (manual investigation) to 2-3 minutes. Cross-modality agreement (e.g. SHAP/LIME on the same top
features) boosted analyst confidence, while disagreement highlighted ambiguous cases for further review.

Conclusion

In this study, we propose a hierarchical transformer-based IDS with integrated XAl for binary classification on CIC-
IDS2017 using SHAP, LIME, attention visualization and Grad-CAM. It achieved 84.64% accuracy and 93.93% AUC,
while maintaining interpretable decision paths. The packet/flow/session feature hierarchy captures multiscale
traffic structure. The four XAl techniques complement each other to overcome the limitations of each explanation
technique alone. The system is feasible to deploy operationally, with an inference latency of 0.5-3 ms, and
footprint of 5.3MB, balancing detection performance and interpretability towards dependable production
cybersecurity Al. Future work should focus on validation for real-world deployment, adversarial robustness, and
generalization to modern datasets.
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