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Abstract:  

Cloud-native environments require intelligent and scalable intrusion detection mechanisms to defend 

against increasingly sophisticated cyber threats. This paper proposes a Transformer-assisted intrusion 

detection framework that integrates the CICIDS2017 and UNSW-NB15 datasets through feature 

harmonization. After preprocessing and feature selection, a Transformer encoder learns contextual 

feature embeddings, which are combined with the selected features to form a hybrid representation. The 

proposed framework combines contextual feature learning with gradient boosting to improve the 

effectiveness and scalability of intrusion detection in cloud-native environments. 
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Introduction 

 

Cloud-native environments generate massive volumes of heterogeneous network traffic, making it 

challenging for conventional machine learning models to capture complex relationships among network 

features. Traditional feature engineering methods primarily rely on statistical measures and often fail to 

model long-range dependencies between traffic attributes. To address this limitation, the proposed 

framework employs a Tabular Transformer to automatically learn contextual feature representations 

before intrusion classification.  

 

Related work 

Early studies employed classifiers such as Support Vector Machines, Decision Trees, and Random Forests 

for intrusion detection, demonstrating reliable performance on benchmark datasets but limited capability 

in learning complex feature relationships [1]. Transformer-based architectures have demonstrated 

superior capability in modeling long-range dependencies through self-attention mechanisms, making 

them suitable for detecting sophisticated and evolving cyberattacks [2]. Gradient boosting algorithms, 

including XGBoost, LightGBM, and CatBoost, have emerged as powerful classifiers due to their scalability, 

robustness, and high predictive performance that could be well explored [3]. Transformer-based 

contextual feature learning [4] with gradient boosting classifiers are useful in cloud-native intrusion 

detection.  

 

Key Contribution 
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The proposed Transformer-based feature extraction algorithm is designed to learn contextual 

representations of network traffic before intrusion classification. Unlike conventional feature engineering 

techniques that process each feature independently, the Transformer employs a self-attention 

mechanism to model interactions among multiple network attributes, thereby generating discriminative 

feature embeddings for cloud-native intrusion detection. The implementation consists of four major 

stages: feature embedding, Transformer encoding, embedding aggregation, and hybrid feature 

generation. 

 

Proposed Transformer Based Feature Extraction Algorithm 

Input: Normalized feature matrix 𝑋 ∈ ℝ𝑁×𝐹 

Output: Hybrid feature matrix 𝐻 

Step 1: Load the normalized network traffic feature matrix 𝑋.  

Step 2: Project each feature into a 𝑑-dimensional embedding using a linear projection layer.  

Step 3: Form a sequence of embedded feature vectors.  

Step 4: Pass the embedded sequence through multiple Transformer Encoder layers.  

Step 5: Compute Query (𝑄), Key (𝐾), and Value (𝑉) matrices.  

Step 6: Apply Multi-Head Self-Attention to capture dependencies among network features.  

Step 7: Process the attention outputs using feed-forward neural networks.  

Step 8: Aggregate the contextual feature representations using Global Average Pooling.  

Step 9: Obtain the Transformer embedding vector 𝐸.  

Step 10: Concatenate the original normalized features with 𝐸to generate the hybrid feature vector 𝐻.  

Step 11: Forward 𝐻to the downstream intrusion detection classifier (e.g., CatBoost, XGBoost, or 

LightGBM). 

 

Discussions 

The experimental results as depicted in Figure 1 below indicates that XGBoost achieved the highest overall 

classification performance, attaining an Accuracy of 99.64%, MCC of 0.9909, AUC-ROC of 0.99989, and PR-

AUC of 0.99970, demonstrating excellent capability in distinguishing malicious from benign network 

traffic. LightGBM also produced competitive results with an Accuracy of 99.55%, MCC of 0.9885, AUC-ROC 

of 0.99979, and PR-AUC of 0.99928. Owing to its histogram-based learning strategy and leaf-wise tree 

growth, LightGBM provides high predictive performance while maintaining efficient model training and 

inference, making it well suited for large-scale cloud environments. Similarly, CatBoost achieved an 

Accuracy of 99.47%, MCC of 0.9866, AUC-ROC of 0.99969, and PR-AUC of 0.99905. CatBoost 

demonstrated robust classification capability and recorded the lowest detection latency among the 

ensemble-based boosting methods, with an MTTD of 11.1 μs, highlighting its suitability for latency-

sensitive intrusion detection applications where rapid threat identification is essential. 
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Conclusions 

Overall, the comparative evaluation confirms that integrating Transformer-based contextual feature 

extraction with gradient boosting classifiers substantially improves intrusion detection performance. 

Among the evaluated models, XGBoost provides the best balance between detection accuracy, 

robustness, and discriminative capability, whereas LightGBM offers an effective trade-off between 

predictive performance and computational efficiency, and CatBoost demonstrates superior inference 

speed while maintaining highly competitive classification performance. These findings establish the 
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proposed framework as an effective and scalable solution for intrusion detection in cloud-native 

environments. 
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