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Abstract: The swift rise of connected systems, cloud technology, and widespread Internet of Things (IoT) 

infrastructure has led to an increased risk of campaigns of Denial of Service (DoS) and Distributed Denial 

of Service (DDoS) attacks. In fact, modern campaigns include elements of volumetric flooding, protocol 

abuse, application-layer attacks, and hacking of IoT devices while traditional methods based on rules and 

signatures have trouble with issues like high dimensional traffic and constant changes of behavior, slow 

speed of attacks, class imbalance, etc. In this review, the authors analyze the latest studies on DDoS 

detection methods referring to large databases, machine learning and deep learning systems, federated 

methods, and feature optimization strategies. The studies analyzed show considerable progress achieved 

after using novel systems, such as CNN, RNN, and others. The researchers note high effectiveness of using 

these approaches; however, there are still problems with efficient feature extraction and detection of 

minority classes. The authors further claim that efficient intrusion detection methods should be designed 

to be able to adapt to emerging threats. 
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Introduction 

The quick advancement of systems connected to the Internet, online platforms, and the extensive 

deployment of the Internet of Things (IoT) have greatly boosted the risk of attacks from denial-of-service 

(DoS) and distributed denial-of-service (DDoS) surroundings on the part of attackers who take advantage 

of the weaknesses of misconfigured devices. Researchers indicate that during the first half of 2025, the 

frequency of DDoS attacks has grown by 41% compared to the same time period of the previous year. 

According to reports, the peak sizes of attacks have surpassed 2 terabits per second [1]. It is also stated 

that over 20 million instances of DDoS were warded off in the first quarter of 2025 only, which is a 358% 

year-over-year increase [2]. 

Current DDoS attacks employ different attack methods such as volumetric flooding attacks, protocol 

attacks, and application-level attacks against HTTP/HTTPS applications and APIs. The use of DDoS-as-a-

Service platforms and hacked IoT devices has made it easier for the attackers to carry out persistent and 
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coordinated campaigns against the sectors such as financial services, telecommunications, cloud 

computing, and industry automation [3]. Some consequences of such attacks include downtime, increased 

mitigation costs, service unavailability, cascading effects, and loss of users' trust [4]–[8]. 

Traditional approaches for DDoS detection involve the use of static rules or heuristics, but they are 

ineffective in dealing with complex data patterns and the corresponding pattern of attack [9]. On the 

contrary, recent innovations have demonstrated that one can use machine learning models capable of 

recognizing complex time-changing patterns. 

Despite these developments, there exist three consistent challenges in the literature: redundant or 

irrelevant traffic characteristics resulting in extra computational burden; severe class imbalance that 

distorts the learning towards benign or dominating attack classes; and concept drift due to the changing 

nature of attack techniques and network behavior [9], [10]. These challenges lead to the idea of analyzing 

the recent detection techniques and their missed research opportunities in adapting towards efficient and 

real-time DDoS detection. 

 

Related work 

The literature reviews and assesses recent development in detecting and preventing DDoS attacks. 

Dataset-based studies created numerous widely accepted benchmarks for DDoS attack and intrusion 

detection studies. Among others, Sharafaldin et al. designed the CICIDS2017 dataset, which contains 

normal communication traffic and multiple types of malicious activities like DoS and DDoS attacks as well 

as web-based attacks, botnets, data theft attacks, and many others. Afterward, they created the 

CICDDoS2019 dataset, which is specially designed for DDoS attacks detection and classification and 

contains more than 80 groups of attacks classified as UDP, TCP, HTTP, ICMP, DNS, SSDP, and LDAP attacks. 

The above-mentioned datasets make comparative analysis possible. However, the researchers pointed 

out that the use of static benchmark datasets can limit the models’ ability to achieve their full potential 

related to the always-changing network environment.  

Machine learning methods show great effectiveness in many cases. For instance, Hirsi et al. utilized 

supervised machine learning method for DDoS attacks detection and achieved accuracy of 98.97% and 

false alarm rate of 0.023 using random forest model. 

On CICDDoS2019, CNSGA required only 16-dimensional features to detect more than 70% of sample types 

[14]. 

Federated and distributed approaches address heterogeneous and privacy-sensitive environments. 

FedLAD used federated learning for DDoS detection in large-scale SDN and achieved accuracy exceeding 

98% on InSDN, CICDDoS2019, and CICDoS2017, with real-time SDN evaluation showing high accuracy and 

low resource consumption [15]. Belachew et al. evaluated K-NN, random forest, XGBoost, and FFNN on 

CICIDS2017 and Edge-IIoTset; XGBoost achieved accuracy, precision, recall, and F1-score above 99.997% 

for binary DDoS detection on Edge-IIoTset and was subsequently deployed at the SDN-IoT edge for live 

traffic classification [17]. 

Hybrid and deep learning models have also been explored. GRU-ResCBANet combined residual 

convolutional feature extraction, convolutional block attention, and GRU-based temporal modelling. On 

NSL-KDD, UNSW-NB15, and CICIDS2017, it achieved binary classification accuracies of 99.70%, 99.16%, 

and 99.83%, respectively, while multi-class accuracies were 99.69%, 98.23%, and 99.79% [19]. A packet-
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grouping method used online data-flow processing and a lightweight CNN; it reported 99.99% accuracy 

on CICIDS2017 offline data and 99.86% accuracy with 1.05-second latency in online testing [20]. F-OSFA 

combined CNN and decision trees for traditional DDoS attacks, few-shot learning with a contractive 

autoencoder for zero-day attacks, and a signature-based resource usage analyzer. It achieved 99.72% on 

CICDDoS2019 and 99.96% on CICIDS2017, with zero-day accuracies of 96.77% and 95.98%, respectively 

[21]. 

Recent studies increasingly address imbalance, adaptation, and real-time operation. Nigar and Mustafa 

combined Extra Trees-based feature selection with SMOTE and targeted undersampling; XGBoost and 

Decision Tree achieved balanced accuracy and F1-scores of up to 99.99% and 99.96%, respectively, on 

CICIDS2017 [31]. Yang et al. combined enhanced CNN and optimized LightGBM in an Ryu SDN controller 

and reported 99.98% accuracy, an average response time below one second, and restoration of normal 

traffic within three seconds in real-network tests [32]. Wei et al. investigated incremental learning for 

vehicular intrusion detection, while Yang et al. explored drift-adaptive online learning and AutoML for 

dynamic networking environments [27], [33]. Shafir et al. used normalizing flows and Shapley-based 

feature selection for unsupervised anomaly detection and reported 0.9951 accuracy on CICIoT-2023 using 

only normal traffic for training [37]. 

 

Table 1. Comparative summary of selected studies 

Ref. Approach Dataset / Environment Reported finding 

[13] Random Forest SDN traffic 98.97% accuracy; FAR 0.023 

[14] 
CNSGA: causal 
inference + NSGA-III 

Four real-world datasets; 
CICDDoS2019 

16 features detected >70% of sample 
types 

[15] 
FedLAD federated 
learning 

InSDN, CICDDoS2019, 
CICDoS2017 

Accuracy >98%; low resource 
consumption in real-time SDN 

[17] 
XGBoost and other ML 
models 

CICIDS2017, Edge-IIoTset 
XGBoost >99.997% on binary Edge-IIoT 
set detection 

[19] GRU-ResCBANet 
NSL-KDD, UNSW-NB15, 
CICIDS2017 

Binary accuracy up to 99.83%; multi-
class up to 99.79% 

[20] 
Packet grouping + 
lightweight CNN 

CICIDS2017 
99.99% offline; 99.86% online with 1.05 
s latency 

[21] F-OSFA hybrid ML/DL 
CICDDoS2019, 
CICIDS2017 

99.72% and 99.96%; zero-day 96.77% 
and 95.98% 

[31] 
Extra Trees + 
SMOTE/under sampling 

CICIDS2017 
Balanced accuracy up to 99.99%; F1 up 
to 99.96% 

[32] En-CNN + OptiLGBM SDN / Ryu controller 
99.98%; <1 s response; normal traffic 
restored within 3 s 
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Key Contribution 

The literature that has been assessed indicates that the process of identifying DDoS attacks has evolved 

from analyzing statistics and flow characteristics towards hybrid and deep extraction features, federated 

learning, techniques to remedy the imbalance problem, methods of online learning, and methods of 

adaptive security. The survey reveals that the different studies progressed in areas such as feature 

optimization [14], [35], class imbalance handling [31], [32], and concept drift adaptation [27], [33]. 

However, very few studies address the three challenges at once. As a result, a conclusion is made 

regarding the necessity of an adaptive, efficient, and imbalance-aware IDS system that would be able to 

change according to new attack patterns. 

 

Review Synthesis and Comparative Findings 

The mentioned techniques perform well, but there may be variations in tests and goals. Research about 

datasets can deal with various types of attacks while supervised ML models can classify attacks 

successfully in the conditions of a specific network. While some architectures get better representation 

of both spatial and temporal traffic characteristics, federated techniques can solve issues of distributed 

data and privacy. Feature selection methods eliminate unnecessary information and techniques which 

deal with imbalance aim to assure detectors detect rare attacks better. 

As such, having a high overall accuracy does not inherently solve the problem of the minority class. As 

noted in the literature, minority classes like SSDP- or LDAP-based attacks in CICDDoS2019 are often 

wrongly classified [12], [32] and even the sophisticated methods can have reduced sensitivity to rare but 

devastating attacks [19], [21]. Concept drift is another hurdle because models that were trained in the 

offline environment on CICIDS2017 or NSL-KDD will not perform as expected in the network that is 

continually evolving [17], [21]. Incremental learning and drift-aware AutoML can put a dent into this 

problem, but all the rapidly evolving or hybrid attacks are complicated still [27], [33]. 

Resource efficiency and real-time deployment are both things that come up again and again. The literature 

discusses things like lightweight systems, packet grouping, edge deployment, federated learning, and real-

time applications of SDN [15], [17], [20], [32]. Still, it is pointed out in the literature that there is still a gap 

in the field of continuous assessment of the solutions and lack of standardization inhibits further 

development of scalable DDoS detection systems. 

Research Gap 

Machine learning and deep learning methods persist in their limitations when it concerns relevant feature 

extraction. Early statistical methods and flow-level approaches deliver rather coarse-grained 

representations, without mapping advanced temporal as well as spatial relationships. Newer hybrid and 

deep feature extraction approaches enhance the process of representation learning but can be 

accompanied with much reliance on convoluted high-dimensional feature spaces, and the investments 

can be significant [13], [14], [19]. Optimization-based methods can solve issues with redundant features, 

yet there are also concerns that they might not work properly, since very fine or low-frequency signals 

could be eliminated when it comes to detection of new multi-vector DDoS attacks as well as unknown 

attacks. 
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Class imbalance is another problem, as some types of attacks as well as benign traffic outnumber others 

within datasets. Even though adaptive Borderline-SMOTE as well as over- and under-sampling methods 

have been considered, class detection is still not satisfactory [31], [32]. This means high accuracy of results 

may be combined with low representation rates of rare attacks [19], [21]. 

Concept drift brings about changes in time in attack patterns and normal traffic. Static datasets and model 

predictions that are done offline may no longer work well with novel traffic patterns. Although federated 

learning gives promise of flexibility in the use of distributed and heterogeneous data sources, installation 

of real-time drift detection and timely updates of the model is challenging in constrained environments 

of IoT, SDN, and UAV [27], [28], [33], [36]. 

Altogether, the paper reveals the critical gap in research that calls for developing a framework for 

uniformly efficient in terms of volumes of data the newly devised IDS. 

Discussions 

The research shows a clear evolution in terms of smart and adaptive DDoS detection. Various deep 

learning techniques, such as CNN, RNN, LSTM, graph, federated, online, and hybrid methods, have shown 

considerable efficiency. Even so, the studies analyzed in this review have, to a great extent, dealt with the 

issues of improving the features, the problem of class imbalance, the issue of concept drifting, the 

maintenance of privacy, or the implementation of real-time detection in isolation. For this reason, it could 

be concluded that the research presented in this paper stands out as it addresses the issues of feature 

optimization, awareness of class imbalance, and adaptability to concept drifting united. 

This becomes important for such domains as IoT, software-defined networks, UAV systems, and cyber-

physical networks, where the existence of heterogeneous traffic and limited resources, as well as the 

nature of evolving attacks, may influence the long-term efficacy of detection. The results allow affirming 

that it is important to continue the research aimed at a combination of deep learning techniques for 

feature extraction and techniques for addressing class imbalance and concept drifting. 

Conclusions 

Modern DoS/DDoS attacks are becoming more complicated and sophisticated, as well as difficult to detect 

by means of conventional techniques. The literature review looked at various subjects, including datasets, 

machine learning and deep learning, as well as federated and hybrid models and strategies for real-time 

deployment. The studies have found out that ML, DL, online, explainable, federated, hybrid, and 

imbalance-aware methods are efficient, but the problem of feature efficiency, minority class detection, 

and drift adaptation continues to exist. Only few studies focus on feature efficiency, class imbalance, and 

drift adaptation at the same time, while continuous evaluation of DDoS systems in varying traffic 

conditions is still lacking. Therefore, the proposed study is intended to create an adaptive, resource-

aware, and unified DDoS detection system. 
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