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Abstract

With the growing use of resource constrained Internet of medical things (loMT) devices has created a
need for secure communication method that can withstand future attacks from quantum computer
while still providing a practical performance. This paper presents the implementation and evaluation
of ML-KEM-512, a post quantum key encapsulation mechanism, for secure key establishment in loMT
environments. The implementation was tested on a desktop based and an ARM Cortex-M4-base
platform using different compiler optimization levels. The study evaluates the execution time of key
generation, encapsulation, and decapsulation on the desktop platform, along with executable size and
memory usage on both platforms. The findings indicate that compiler optimization has a significant
impact on both the execution time and the size of the program code for ML-KEM-512. The
implementation has been successfully verified on both platforms, the agreement of the shared secrets
proving that the key establishment process was carried out correctly. These results thus form a
practical foundation for further assessing ML-KEM-512 for use in secure communication on resource-
limited loMT devices.
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Introduction

The Internet of Medical Things (loMT) is becoming an important part of modern healthcare.
Connected medical devices can collect patient information, support remote monitoring, and exchange
data with healthcare systems in real time. Although these capabilities improve healthcare services,
they also create security concerns because the information handled by such devices is often sensitive.
In addition, many IoMT devices have limited processing power, memory, storage and energy
resources. As a result, security mechanisms must be carefully selected so that they provide adequate
protection without placing excessive demands on the devices.

SGS Initiative, VOL. 1 NO .11 (2026): LGPR



Most existing secure communication systems use conventional public-key cryptographic techniques
to establish shared secret keys. These techniques are effective against currently known computational
attacks, however advances in quantum computing may threaten the long-term security of these
algorithms. A sufficiently powerful quantum computer could compromise widely used public-key
algorithms [1], putting confidential medical information and communication systems at risk. This
possibility highlights the needs for cryptographic solutions that can provide protection against both
present-day and future quantum-based attacks.

Post-quantum cryptography (PQC) focuses on developing algorithms that remain secure even in the
presence of quantum computers [1]. ML-KEM-512, a module-lattice -based key encapsulation
mechanism [2], is one such approach intended for establishing shared secret keys between
communicating parties. However, its practical use in loMT environments requires detailed evaluation.
The limited resources of embedded medical devices may affect execution time, memory
requirements, and overall efficiency of cryptographic operations.

This paper investigates the implementation and performance evaluation of ML-KEM-512 for security
establishment in resource constrained loMT devices. The implementation is evaluated on a desktop
and an ARM Cortex-M4-based platform using different compiler optimization levels. The study
compares observed performance across these platforms to determine the practicality of deploying
ML-KEM-512 in constrained environment. The findings are intended to support development of post
guantum secure communication systems for connected healthcare devices and other embedded
Internet of Things application.

Related Work

The development of secure communication systems for connected medical devices has traditionally
relied on established public-key cryptographic techniques. These methods have been widely used for
authentication, key exchange, and protecting data transmitted between devices. However, their long-
term security is increasingly being questioned because sufficiently powerful quantum computers
could compromise many of the mathematical problems on which conventional public-key algorithms
depend.

To address this concern, researchers have explored post quantum cryptography (PQC), which aims to
provide security against both classical and quantum- enabled attacks. Several cryptographic
approaches have been investigated, including lattice-based, code-based, hash-based and multivariate
cryptographic schemes.[6] Among these approaches, lattice-based cryptography has received
considerable attention because it offers practical mechanism for key establishment and encryption
while maintaining a balance between security and computational efficiency.

The development of standardised post quantum algorithm has further encouraged research into their
use in embedded on Internet of Things environment. However, applying these algorithms to resource
constrained devices remains challenging. Medical and loT devices often have limited processing
capacity, memory, and energy availability. Consequently, an algorithm that performs well on a
desktop computer may introduce noticeable overhead when implemented on a microcontroller-based
platform [5].
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ML-KEM, formally associated with the Kyber family of algorithm is a lattice-based Key encapsulation
mechanism designed for establishing a shared secret between two communicating parties.[4] The ML-
KEM-512 Parameter set provides a potential foundation for post quantum secure communication in
IoMT systems. Nevertheless, it suitably practical deployment depends not only on its security
properties but also on execution time implementation requirements and performance on embedded
hardware.

Previous studies have examined post quantum algorithms from the perspective of security,
standardisation, and software performance. However, further practical evaluation is required for
resource constrained medical and loT devices particularly on ARM-based microcontroller platforms.
[7]1,[8],[10] This work addresses that need by implementing ML-KEM-512 and evaluating its
performance on both a desktop system and an ARM cortex dash M4 platform under different compiler
optimization levels. The comparison provides a clear understanding of the computational
requirements associated with using ML-KEM-512 for security establishment in constraint loMT
environments

Work or approach Cryptographic Quantum- Focus on | Performance
category resistant design constrained evaluation on

devices ARM Cortex-M4

Conventional public- | Classical public-key | No Limited Not considered

key cryptography cryptography

Lattice-based PQC | Post quantum | Yes Considered in | Not necessarily

approaches cryptography several evaluated
studies

ML-KEM-related Lattice-based key | Yes Yes Depends on the

implementations encapsulation implementation

This work ML-KEM-512 Yes Yes Yes

Key Contributions

The main contribution of this paper is the practical implementation and performance evaluation of
ML-KEM-512 for secure key establishment in the resource-constrained Internet of Medical Things
(loMT) devices. Instead of focusing only on the theoretical security of post-quantum cryptography,
this work evaluates how ML-KEM-512 performs across computing platforms with different resource
limitations

The key contributions of this study are as follows:

1. Implementation of ML-KEM-512:
ML-KEM-512 is implemented as a post quantum key establishment mechanism for loMT
communication system.

2. Evaluation across different platforms:
The implementation is tested on a desktop system and an ARM-Cortex M4-based platform to
understand its behaviour on both conventional and resource-constrained hardware.

3. Effect of compiler optimization:
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The performance of the implementation is examined under different compiler optimization
levels to observe their effect on execution efficiency.

4. Platform-based performance comparison:
The study compares the results obtained from the desktop and arm platforms providing,
practical insight into computational requirements of ML-KEM-512 on embedded devices.

5. Assessment of loMT applicability:
The findings contribute to the existing research on post-quantum security by examining the
feasibility of using ML-KEM-512 for secure key establishment in connected medical devices
and other constrained loT systems.

Overall, this works adds practical performance observations to the existing body of knowledge and
helps identify the suitability of ML-KEM-512 for future post-quantum-secure loMT applications.

Method, Experiments and Results

Methodology

The study implements ML-KEM-512 for secure establishment in resource-constraint Internet of
Medical Things devices using PQClean implementation [9]. The implementation was first tested on
desktop system running Ubuntu x86_64 and subsequently cross compiled for an ARM Cortex-M4-
based embedded platform.

The experiments focused on functional verification, compiler optimization, execution time, executable
size, and memory utilization. On the desktop platform, the implementation was evaluated using GCC
optimization levels -00, -01, -02, and -Os. The ARM Cortex-M4 implementation was tested using -00,
-01, -02, and -Os. The results from both platforms were compared to assess the feasibility of
deploying ML-KEM-512 in loMT environments [10],[11].

Desktop Experiments and Results

The desktop experiment measured the execution time of three ML-KEM-512 operations: key
generation, encapsulation and decapsulation. The results for the different compiler optimizations
level are presented in Table 1
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Table 1. Desktop performance and memory results

The result shows that The unoptimized implementation, -O0, recorded the highest execution times
for all the three operations. The -O1 configuration produced the lowest encapsulation time, while -02
the lowest key-generation and decapsulation times. In the terms of memory usage -Os generated the
smallest executable and the smallest .text section. The .bss section remained constant across all the
tested optimization levels. These results indicate that compiler optimization has a clear effect on both
execution performance and executable size.

ARM Cortex-M4 Experiments and Results

The implementation was then cross compiled for the ARM Cortex-M4 platform to the to evaluate its
suitability for resource-constrained embedded deployment. Since the ARM experiment focused on
the resource utilization, the main parameters considered were the .text, .data and .bss sections, total
image size, ELF size and BIN size.

Memory (.text) [RAM Memory Usage (.dat bss)

1 of initialized and uninitialized RAM usage across optimization levels.

ion of ML-KEM-512.

Overall Memory Opti M Figure 5. Memory utilization of the ML-KEM-512
Trend der d s.
implementation on arm cortex M4 under different

12,000

GCC optimization levels.

Table 2. Arm cortex M4 memory and image size

results.
Total
GCC text .data .bss . .
L Image ELF Size BIN Size
Optimization | (Bytes) (Bytes) (Bytes)
(Bytes)
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-00 31,864 1,372 4,080 37,316 160 KB 83 KB
-01 16,100 1,372 4,080 21,552 145 KB 83 KB
-02 17,520 1,372 4,080 22,972 146 KB 83 KB
-03 20,032 1,368 4,080 25,480 155 KB 83 KB
-Os 14,752 1,372 4,080 20,204 143 KB 83 KB

The -00 configuration produced the largest .text section and the highest total image size. The -Os
configuration provided the most compact implementation, with the smallest .text section and total
image size. The .bss value remained unchanged at 4,080 bytes, while the .data section varied only
slightly. The ELF size has lowest with -Os, whereas the BIN size remained constant across all the
optimization levels. These results show that size-oriented optimization is particularly useful when
deploying ML-KEM-512 on memory- constrained embedded platforms.

Comparative Analysis

The desktop and ARM experiments serve different but complementary purposes. The Ubuntu x86_64
platform was used mainly to measure the execution time of key generation, encapsulation and
decapsulation. In contrast, the ARM Cortex-M4 platform was used to examine memory requirements
and confirm the generation of embedded plat deployment files.

Functional verification was successful on both platforms, and the generated shared secret matched,
confirming that key establishment operations were executed correctly. The successful generation of
ARM ELF and BIN files also demonstrated that the implementation could be prepared for embedded
deployment. The comparative results are summarized in Table 3.

Table 3. Comparison of desktop and arm cortex M4 evaluations.

. Desktop (Ubuntu
Evaluation Parameter ARM Cortex-M4 Outcome
x86_64)
Functional validation Complementar
Implementation Embedded deployment P . y
L and performance o evaluation
Objective ) feasibility )
benchmarking environments
ML-KEM-512
Functional Verification | Successful Successful operations executed
correctly
Correct key
Shared Secret i
. Match Match establishment
Verification ]
achieved
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Execution Time
Analysis

Measured (KeyGen,
Encapsulation,
Decapsulation)

Not measured

Desktop used for
runtime performance
evaluation

Compiler Optimization

-00, -01, -02, -Os

-00, -01, -02, -03, -Os

Optimization impact
evaluated on both
platforms

Executable / Memory
Analysis

Executable size and
memory sections

Flash (.text), RAM
(.data + .bss), ELF size

Resource utilization
evaluated

analyzed analyzed
Deployment Native Linux ARM ELF/BIN Confirms embedded
Validation executable generated successfully | deployment feasibility

Overall Outcome

Performance validation

Resource-constrained

Proposed framework is
suitable for loMT

implementation

validation deployment

Overall the experiments show that ML-KEM-512 can be functionally implemented across both desktop
and ARM Cortex-M4 environments. The desktop results highlight the effect of compiler optimization
on execution time, while the ARM results demonstrate the importance of code size optimization for
embedded systems.

Discussion

The experimental results show that performance of ML-KEM-512 is strongly influenced by the
compiler optimization level and the targeted platform. On the Ubuntu x86_64 system, the
unoptimized configuration -O0 produced the highest execution time of for key generation,
encapsulation and decapsulation. This indicates that the compiler optimization is important for
improving the runtime performance of ML-KEM-512.

The results also show that no single optimization level provided the best outcome for every parameter
[11]. The -O1 configuration is achieved the lowest encapsulation time while the -O2 provide the most
the lowest key generation and decapsulation times in contrast -Os produce the smallest executable
and smallest .text section the difference is important for loMT applications because a configuration
that improves execution speed may not always provide the lowest memory requirement. Therefore,
choice of optimization level should depend on whether the target device prioritises processing speed
program size or a balance of both.

The ARM Cortex-M4 results further highlight the importance of both size optimization embedded
environments [10]. The -00 configuration generated the largest .text section and the highest total
image size. On the other hand -Os produced the smallest tech section and the lowest total limit size.
Since the embedded IoT and medical devices often have limited flash and memory resources reduce,
reducing the size of complicated implementation can make deployment more practical. The relatively
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stable .data and .bss value across the optimization levels also suggest that main reduction that came
from the program code rather than from large changes in static memory requirements.

The comparison between the two platform provides a broader view implementation suitability for
loMT systems [7],[8]; the desktop environment was useful for measuring execution time of the ML-
KEM-512 operation whereas the ARM Cortex-M4 for environment was more relevant for evaluating
an embedded memory requirements and deployment feasibility. Successful functional verification and
matching shared secrets on both platforms indicate that the key-establishment operations were
performed correctly. In addition, the generation of a ARM ELF and BIN files confirm that the
implementation could be prepared for an embedded target.

Overall, the findings suggest that ML-KEM-512 can be implemented across desktop ARM Cortex-M4
environments, but its deployment and resource-constrained loMT devices required careful selection
of compiler settings. The desktop results emphasize the need to consider execution time, while the
ARM results demonstrate the importance of minimizing code size. These findings support practical
feasibility of ML-KEM-512 for loMT key establishment, although the most suitable configuration will
depend on the memory and processing limitations of device.

Conclusion
1. Problem addressed and motivation
This work addresses the need for secure practical establishment in resource constrained
Internet of medical things devices. Since medical devices handle sensitive information [3] and
may have limited processing and memory resources, the study explored the suitability of ML-
KEM-512 as a post quantum cryptographic solution.

2. Method used
ML-KEM-512 was implemented using PQClean and tested in two environments : Ubuntu
x86_64 and ARM cortex-M4 based platform. The implementation was functionally verified,
and different compiler optimization levels were evaluated. The experiment concerned
execution time, executable size, code-section size, memory utilization, and embedded image
size.

3. Key findings
The result showed that compiler optimization had noticeable effect on the performance and
size of the implementation. And the on the desktop platform, -O1 produced the lowest
encapsulation time and the lowest average across the three operations, while -O2 produced
the lowest key-generation and decapsulation times. The -Os produce smallest executable and
.text section. On the ARM Cortex-M4 platform, -Os generated the smallest .text section and
the lowest total image size. Successful functional verification and matching shared secrets on
both platforms confirm the key that key establishment operation worked correctly. These
findings indicate that ML-KEM-512 can be implemented on both desktop and embedded
platform, although the choice of optimization level depends on the device’s resources
constraint

4. Limitations and future work

SGS Initiative, VOL. 1 NO .11 (2026): LGPR



The study focused mainly on functional verification, execution time on the desktop platform,
and memory related measurements on the ARM Cortex-M4 platform. Execution time was not
measured directly on ARM device, and experiments did not include energy consumption, end
to end IOMT communication or integration with a complete medical device security system.
Future work should therefore evaluate ML-KEM-512 directly on physical loMT hardware,
major energy use is communication latency and investigate its integration with symmetric
encryption scheme such as AES 256-GCM [13] or ASCON-128a [12]. These extensions would
provide a more complete assessment of its practical use in real world loMT deployments.
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