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Abstract: Computer networks face attacks that change quickly and come from many directions at
once, and a single automated defender often cannot keep up. Multi-agent reinforcement learning
(MARL) offers a way to place several learning defenders across a network so that they can act at the
same time and still work as a team. However, most existing MARL cyber-defense agents make
decisions from raw, low-level observations and do not explicitly use “context” information such as
how valuable an asset is, how much traffic looks abnormal right now, or what stage an attack has
reached. This paper looks closely at this gap. We give a clear, formal statement of the cyber-defense
problem as a context-aware, decentralized, partially observable Markov decision process (Dec-
POMDP), and we review the research that has been done on multi-agent reinforcement learning,
cyber-defense simulators, and context-aware learning. We bring these three areas together, point out
where they overlap and where they do not, and summarize the gap in a simple comparison table. We
also list the main open problems, such as handling constantly changing attacker behavior, scaling to
large networks, and making the learned policies easy to trust and explain. The paper does not present
a solution or run experiments; instead, it lays the groundwork a precise problem definition and an
organized picture of prior work for building context-aware MARL defenders in future studies.
Keywords: multi-agent reinforcement learning; cyber defense; context-aware reinforcement learning;
Dec-POMDP; autonomous cyber operations; network security; game theory.

Introduction

Cyberattacks keep growing in number and in cleverness. Attackers often move step by step through a
network, hiding their tracks and changing tactics as they go [5]. Security teams try to keep up using
firewalls, rule-based intrusion detection, and human analysts, but these tools are slow to adapt and
expensive to run at large scale [6]. Reinforcement learning (RL) offers an appealing alternative: instead
of following fixed rules, an RL agent learns, through repeated trial and error, which defensive action
works best in which situation. Because a real enterprise network usually needs more than one
defender one per subnet, host group, or service researchers have turned to multi-agent reinforcement
learning (MARL), where several learning agents act together, sometimes cooperating and sometimes
only partly aware of what the others are doing [8], [9].

Public research testbeds such as the Cyber Operations Research Gym (CybORG) and the associated
Cyber Autonomy Gym for Experimentation (CAGE) challenges have made it possible to train and
compare defensive agents on realistic, simulated enterprise networks [1]-[4]. The most recent version,
CAGE Challenge 4, places several defender agents on different subnets of a large network, each of
which must cooperate with the others while only seeing part of the overall picture [1]. Building on top
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of MARL foundations such as value-decomposition and actor-critic methods [17]-[20], these
challenges have shown that MARL defenders can learn useful behavior, but they have also shown that
current agents mostly react to whatever a fixed observation vector gives them, without explicitly
reasoning about the wider situation they are in.
Problem Statement
The situation around a network change constantly: the value of the assets under attack, the current
alert level, the time of day, the known behavior of a particular attacker group, and the topology of the
network itself. Humans call this surrounding information “context,” and human analysts use it
naturally they treat an alert on a finance server very differently from the same alert on a test machine.
Most MARL cyber-defense agents, however, do not receive this context in an explicit, structured form.
They instead learn from raw or lightly processed observations, and any notion of context has to be re-
learned implicitly and separately by every agent, which wastes data and makes coordination harder.
At the same time, the general machine-learning field has produced formal tools for context-aware
reinforcement learning that make context an explicit, first-class part of the decision process [26] but
these tools have mostly been tested on robotics and control tasks, not on adversarial, multi-agent,
cyber-defense problems. This leaves an open and, to our knowledge, under-explored question: how
should context be formally added to a multi-agent cyber-defense problem, and what does the existing
literature already tell us about how to do this well?
Research Objectives
This paper has three objectives. First, to give a precise, formal problem statement for context-aware
multi-agent reinforcement learning in cyber defense, expressed as a context-augmented Dec-POMDP.
Second, to review, organize, and compare the relevant literature across three areas that are usually
studied separately: multi-agent reinforcement learning algorithms, cyber-defense simulation
environments and applications, and context-aware reinforcement learning. Third, to identify, with the
help of a simple comparison table and figures, exactly where these three areas overlap and where a
genuine research gap remains, so that future work has a clear and well-supported starting point.
Contribution Statement
This paper contributes.
e Aformal, context-augmented Dec-POMDP formulation for multi-agent cyber defense, written
in plain terms and illustrated with two figures;
e An organized review of MARL algorithms, cyber-defense testbeds, and context-aware
reinforcement learning, covering more than thirty verified, recent sources;
e Ataxonomy figure and a qualitative comparison figure that classify existing approaches by
algorithm family and by practical properties such as scalability and context-adaptability;
e A gap-analysis table and Venn-style figure that make explicit why context-aware MARL for
cyber defense remains an open problem, together with a discussion of the concrete challenges
a future solution would need to address.
Paper Organization
The rest of the paper is organized as follows. Section Il gives the formal problem formulation, including
the context-augmented Dec-POMDP model and the main design challenges. Section Il reviews the
literature in four parts: MARL algorithms, cyber-defense testbeds and applications, context-aware
reinforcement learning, and game-theoretic / moving-target-defense approaches, followed by a
comparative synthesis and the research-gap analysis. Section IV discusses open challenges and
implications. Section V concludes the paper and outlines future work.
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PROBLEM FORMULATION

Consider an enterprise network made of several subnets, each containing several hosts and services.
A team of N defender agents is deployed, typically one agent per subnet or per class of asset, and an
adversary (the attacker) tries to compromise hosts, move across the network, and reach high-value
targets. At every discrete time step, each defender agent receives a local, partial view of the network
for example, alerts, traffic statistics, or the status of the hosts it is responsible for and must choose a
defensive action, such as isolating a host, restoring a service, blocking traffic, or doing nothing. This
setting is naturally modeled as a decentralized, partially observable Markov decision process (Dec-
POMDP) [16], a well-established formal tool for cooperative multi-agent decision-making under
uncertainty. In a standard Dec-POMDP, agents share a global state and a team reward but each only
sees a local observation; solving the model well is known to be computationally very hard in general
[16].

What is usually missing from this standard picture, when it is applied to cyber defense, is an explicit
representation of context: information that is not part of the moment-to-moment state transition
itself, but that changes what a “good” action means. For instance, the same suspicious login attempt
calls for a stronger response on a financial database than on a disposable test server, and the right
level of caution changes when threat intelligence reports an active campaign against the
organization’s sector. We therefore extend the plain Dec-POMDP with an explicit context variable,
following the general idea of contextual reinforcement learning [12], in which context is any
information that shapes the environment’s dynamics or reward but is not itself controlled by the
agents.\

Context-Aware Dec-POMDP Formulation
We formalize the problem as a tuple:
M ={N,S,C (A} {0),P,rv}

where N = {1,...,n}is the set of defender agents; S is the set of network states (host status, service
availability, compromise level of each asset); C is the context space, covering variables such as asset
criticality, current threat level, time-of-day, and recent alert history; A; is the action set available to
agent i (e.g., monitor, patch, isolate, restore); O; is the local observation set of agent i, drawn from a
context-dependent observation function; P(s'|s,a,c) is the state-transition function, which is
allowed to depend on the context ¢ € C as well as on the current state s and the joint action a =
(ay,...,an); r(s,a,c) is a shared team reward, typically combining a security term (e.g., negative
reward for compromised high-value assets, weighted by context) and a cost term (e.g., negative
reward for unnecessary disruption); and y € [0, 1) is the discount factor. Each agent follows a context-
conditioned policy m;(a; | 03, ¢), so that, unlike in a plain Dec-POMDP, the same local observation can
lead to different actions when the surrounding context changes. Fig. 1 shows how such a system fits
together in practice, and Fig. 2 shows the resulting interaction loop between context, state, agents,
and reward.
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Fig. 1. A context-aware MARL cyber-defense architecture. Context is sensed from the network, encoded

into a vector ¢, and passed to every defender agent alongside its local observation, so that
coordinated, context-conditioned actions are sent back to the network
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Design Challenges

Formulating the problem this way immediately surfaces several concrete design challenges that any
solution must confront. First, non-stationarity: because every agent is learning and changing its policy
at the same time, the environment as seen by any one agent keeps shifting, which is a well-
documented difficulty in MARL generally [24] and becomes worse in cyber defense because the
attacker is also adapting. Second, partial and noisy observability: real monitoring data contains false
positives and false negatives, and no single defender sees the whole network [4], [32]. Third, credit
assighment: when a team reward changes, it is not obvious which agent’s action was actually
responsible, a problem that value-decomposition and counterfactual methods were designed to
address [18]-[20]. Fourth, context representation: deciding what should count as context, how to
measure or estimate it when it is not directly observable, and how to avoid simply hiding the entire
problem inside an oversized context vector. Fifth, scalability: enterprise networks can have thousands
of hosts, and the size of the joint action space grows quickly with the number of agents [1], [11].
Section lll reviews how far existing work has gone toward solving each of these challenges, and Section
I1I-G summarizes exactly which combinations remain unaddressed.

LITERATURE REVIEW
Foundational Multi-Agent Reinforcement Learning Algorithms

Modern MARL builds on a small number of foundational algorithm families, summarized in Fig. 3.
Value-decomposition methods, such as Value-Decomposition Networks (VDN) [18] and QMIX [19], let
a team of agents learn a single joint action-value function that is built out of each agent’s individual
value function, so that agents can be trained together but act independently afterward an approach
known as centralized training with decentralized execution (CTDE). VDN simply adds the individual
values together, while QMIX allows a richer, monotonic combination, which tends to work better on
harder coordination tasks such as the StarCraft Il multi-agent benchmark [25]. Policy-gradient and
actor-critic methods take a different route: Multi-Agent Deep Deterministic Policy Gradient (MADDPG)
[17] gives every agent a centralized critic that sees everything during training, while Counterfactual
Multi-Agent Policy Gradients (COMA) [20] tries to solve the credit-assignment problem directly by
asking what would have happened if only one agent had acted differently. General surveys of the field
[21]-[23], along with foundational reinforcement-learning texts [15], describe these methods in more
depth and catalog the many variants that have followed. A recurring and still unresolved theme across
all of these surveys is non-stationarity: because every agent is learning at once, the guarantees that
make single-agent RL algorithms converge do not automatically carry over to the multi-agent case
[24].
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Fig. 3. A simple taxonomy of MARL algorithm families used in cyber-defense research, grouped into
value-decomposition, policy-gradient/actor-criticc and game-theoretic/hierarchical approaches,
together with representative cyber-defense applications.

MARL Testbeds and Applications in Cyber Defense
Progress in applying MARL to cyber defense has depended heavily on the availability of realistic,
shared simulation environments. CybORG, the Cyber Operations Research Gym, provides a simulated
enterprise network in which a defending (“blue”) agent must respond to an attacking (“red”) agent
[3]. Building on CybORG, the CAGE challenge series has progressively increased in scale and realism:
earlier CAGE challenges modeled a single defender against a single attacker [4], [5], while CAGE
Challenge 4 introduces a genuinely multi-agent scenario in which several blue agents, each responsible
for one subnet of a large enterprise network, must defend against multiple attackers while only
partially observing the network and while their actions can help or hurt each other [1], [2]. Within this
environment, hierarchical MARL approaches decompose the overall defense policy into reusable sub-
policies that can be fine-tuned and transferred when the attacker’s behavior or the network
configuration changes [11]. Other CAGE-based studies have explored learning defensive tactics from
scratch with multi-agent reinforcement learning [13], competitive reinforcement learning against
multiple attacker strategies [14], and quantitative ways of measuring how resilient a learned policy is
to unseen attacks [12]. Beyond CAGE, a large body of work applies deep reinforcement learning
directly to network intrusion detection, treating detection thresholds and response actions as the
agent’s action space [32], [34], [35], including recent applications to software-defined networking [32]
and loT/lloT edge devices where federated and privacy-preserving variants of reinforcement learning
are increasingly used to avoid moving sensitive data off-device [33]. Several recent survey papers have
started to map this whole space specifically from a multi-agent point of view [8]-[10], [22], and an
emerging reference architecture for autonomous cyber-defense agents attempts to standardize how
such agents should be structured and evaluated [7]. Fig. 4 places these milestones on a timeline to
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show how the field has moved from single-agent, algorithm-focused work toward larger, more realistic
multi-agent testbeds.
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Fig. 4. A timeline of developments feeding into context-aware MARL cyber defense, from early Dec-
POMDP and MARL algorithm work through the CAGE challenge series to recent context-aware and
federated MARL surveys.

Context-Awareness in Reinforcement Learning

Outside of cyber security, the reinforcement-learning community has developed a formal notion of
context: measurable information about the task or environment that is not part of the agent’s usual
state but that changes how the environment behaves or how the agent should act. Benjamins et al.
formalize this as contextual reinforcement learning (cRL), in which the context is made an explicit,
separate input to the policy rather than something the agent must infer purely from its raw
observations [26]. This idea has been applied to robotics, autonomous racing, and multi-task control,
where context might represent a robot’s payload, surface friction, or a task identifier, and it is either
directly available from sensors or must be estimated. Closer to security, Sethi et al. propose a context-
aware intrusion detection system that uses reinforcement learning and explicitly incorporates
contextual features about the network into its decision process, showing measurable gains over
context-blind baselines [27]. However, this line of work is single-agent: it does not address how several
defenders, spread across a network and only partly aware of each other, should share and act on a
common notion of context. This is precisely the combination multiple agents, explicit context, and a
realistic adversarial cyber environment that current research has not yet brought together, as
illustrated in Fig. 6 and Table I.

Game-Theoretic and Moving-Target-Defense Approaches
A separate but related line of research models cyber defense as a game between an attacker and a
defender rather than as a single-sided learning problem. Moving Target Defense (MTD) methods
deliberately and continually change a system’s configuration for example, its network addresses or
open ports to confuse an attacker, and researchers have combined MTD with Markov games and
Bayesian Stackelberg games, solved using multi-agent reinforcement learning, to decide when and
how to reconfigure the system [28], [29]. These game-theoretic formulations naturally include a
notion of the current security “situation” for instance, an attacker’s inferred type or the belief a
defender holds about ongoing reconnaissance which is philosophically close to context, but it is
normally folded into the game’s state rather than represented as a separate, explicit context variable
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that could be reused across different networks or attack types [30], [31]. This body of work confirms
that game-theoretic reasoning is valuable for cyber defense, but it also shows that existing
formulations have not adopted the more general, explicit context-conditioning framework used in the
contextual-RL literature [12].

Comparative Synthesis

Bringing the three areas together, Fig. 5 gives a simple, qualitative comparison of the three main MARL
algorithm families discussed in Section IlI-A, rated on five properties that matter specifically for cyber
defense: scalability to many agents and hosts, sample efficiency, robustness to the non-stationarity
created by co-learning agents (and, in security, by an adapting attacker), context-adaptability, and
interpretability for a human security analyst. This comparison is a qualitative synthesis drawn from
the discussion in the reviewed papers, not a measured experimental result, and it is intended only to
guide where future context-aware methods might be built. Value-decomposition methods tend to be
efficient and reasonably scalable but were not designed with context-adaptability in mind. Policy-
gradient and actor-critic methods handle continuous and mixed action spaces more naturally but can
be harder to scale and just as context-blind. Game-theoretic and hierarchical methods tend to be more
robust to an adapting adversary and easier for an analyst to interpret, because their structure keeps
some notion of attacker/defender roles, but they are usually less sample-efficient and have not been
combined with the general contextual-RL machinery described in Section IlI-C

The introduction should set the tone of the article and provide the reader with a good understanding
of the problem statement. Please keep in mind that the problem statement should match the
Abstract’s motivation/problem statement[1].

Qualitative Comparison of MARL Algorithm Families for Cyber Defense
(synthesized from reviewed literature, not measured empirically)

Qualitative rating (1 = low, 5 = high)

Scalability Sample Robustness to Context Interpretability
Efficiency Non-stationarity Adaptability
Value-Decomposition Policy-Gradient Game-Theoretic /
(VDN / QMIX) (MADDPG / COMA) Hierarchical

Fig. 5. Qualitative comparison of the three MARL algorithm families discussed in this review, across
five properties relevant to cyber defense. Ratings are a synthesis of the discussion in the reviewed
literature and are not experimental measurements.

Research Gap Identification
Table 1 summarizes the comparison directly: it lists representative lines of work from each of the three
areas reviewed above and checks whether each one is multi-agent, whether it explicitly represents
context, and whether it has been tested on a realistic cyber-defense testbed. No existing line of work
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satisfies all three properties at once. CAGE/CybORG-based MARL studies are multi-agent and use
realistic testbeds, but their agents do not receive an explicit context vector. Context-aware intrusion
detection work explicitly represents context, but only for a single agent and mostly on offline datasets
rather than an interactive, adversarial testbed. Contextual-RL theory formalizes context cleanly but
has not been evaluated in adversarial, multi-agent settings at all. Game-theoretic MTD work is multi-
agent and partly contextual through the game state, but it does not use the general, explicit, reusable
context representation of contextual RL, and its testbeds are typically abstract rather than full
enterprise-network simulations. Federated and loT-security reinforcement learning is distributed and
realistic, but its main focus is privacy and communication efficiency rather than context-conditioned
coordination. Fig. 6 shows the same idea visually, as the overlap of three circles: multi-agent RL,
context-awareness, and cyber defense. The triple overlap context-aware MARL evaluated on realistic,
adversarial cyber-defense environments is the gap this review identifies as the central open
opportunity for future work.

Table 1. Research Gap Summary Across Reviewed Lines of Work

Study / Line of Work Multi- Explicit Realistic Key Limitation
Agent? Context- Cyber
Awareness? | Testbed?
CAGE / CybORG MARL | Yes No (fixed | Yes Agents do not condition
studies [1]-[4], [11]- observation, policy on threat level or
[14] no explicit asset value explicitly
context
vector)
Context-aware IDS [27] | No (single | Yes Partial Single-agent only; does not
agent) (dataset- address multi-agent
based) coordination
Contextual RL theory | No (single | Yes (formal | No (general | Not evaluated in
[26] agent) cRL) benchmarks) | adversarial, multi-agent
cyber settings
MTD game-theoretic | Yes Partial Partial Context limited to
MARL [28]-[31] (game state, | (abstract attacker/defender  belief,
not explicit | models) not full situational context
context
vector)
Federated/ IoT security | Partial No Yes (loT | Focuses on privacy and
RL [32], [33] (distributed traffic) distribution, not context-
agents) conditioned coordination
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Positioning the Research Gap
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Fig. 6. Positioning the research gap: context-aware MARL for cyber defense sits at the unstudied
intersection of multi-agent reinforcement learning, context-awareness, and realistic adversarial cyber-
defense environments.

DISCUSSION
Open Challenges

Closing the gap identified in Section llI-F raises several concrete open questions. The first is context
definition and measurement: cyber-defense context includes things that are easy to log, such as time
or asset labels, but also things that are hard to measure directly, such as an attacker’s intent or an
organization’s true current risk appetite, and it is not yet clear which of these should be modeled
explicitly versus inferred. The second is context sharing under partial observability: if each agent
senses only local context, agents need a principled way to combine or communicate their local views
into a shared picture without overwhelming limited bandwidth, building on existing MARL
communication research [5]. The third is robustness to an adapting attacker: unlike the benchmark
tasks used in most contextual-RL papers, in cyber defense the “environment” includes an adversary
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who may deliberately try to manipulate the very context signals a defender relies on, for example by
generating misleading traffic patterns; this connects to adversarial-robustness concerns already raised
in the MARL cyber-defence literature [6], [11]. The fourth is scalable evaluation: testing context-aware
MARL defenders convincingly will require testbeds at least as realistic as CAGE 4 [1], but extended so
that context variables (asset value, threat intelligence, time-of-day patterns) are built into the
simulator rather than added afterward. The fifth is interpretability and trust: because cyber-defense
decisions can have serious consequences, security teams are unlikely to adopt a context-aware MARL
system unless it can explain, in terms a human analyst understands, why a given context led to a given
action.

Implications

If these challenges are addressed, context-aware MARL could let a defense system automatically
adjust how cautious or aggressive it is, per asset and per moment, without a human having to hand-
write separate rules for every situation. This could shorten the time between an intrusion and an
effective response, and it could let smaller security teams manage larger networks by letting the
learned agents absorb routine, context-dependent judgment calls that currently require a human in
the loop. At the same time, because the systems reviewed here are trained through trial and error,
deploying them in real networks will require careful, staged testing first in simulation, then in
monitored pilot deployments to avoid situations where a poorly generalized context representation
causes the system to under-react to a genuinely serious threat or over-react to a harmless one.

CONCLUSION AND FUTURE WORK

This paper set out to give a clear problem formulation and an organized literature review for context-
aware multi-agent reinforcement learning in cyber defense. We modeled the problem as a context-
augmented Dec-POMDP, in which an explicit context variable shapes both the network’s dynamics
and the reward that defender agents receive, and we illustrated this model with two figures showing
the system architecture and the interaction loop. We then reviewed more than thirty recent, verified
sources across four connected areas foundational MARL algorithms, cyber-defense testbeds and
applications, context-aware reinforcement learning, and game-theoretic moving-target-defense
methods and used a taxonomy figure, a timeline figure, a qualitative comparison figure, a gap-
summary table, and a Venn-style figure to show exactly where these areas overlap and where they do
not. The central finding is that, while multi-agent cyber defense and context-aware reinforcement
learning have each matured substantially on their own, no existing line of work has combined explicit,
reusable context-conditioning with multi-agent coordination inside a realistic, adversarial cyber-
defense testbed. Future work should focus on building such context-aware MARL agents and testing
them on extended versions of existing testbeds such as CAGE, on developing lightweight ways for
agents to share partial context under bandwidth and observability limits, and on measuring how well
these agents hold up against attackers who might try to manipulate the context signals themselves.
We hope the formulation and gap analysis given here make that next step easier to plan and to
evaluate.
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