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Abstract

India's digital financial inclusion agenda has expanded access to banking and payment services for
millions, yet the rapid adoption of digital financial literacy (DFL) programs has outpaced regulatory
frameworks designed to protect users. This study examines the legal and cybersecurity challenges
confronting DFL initiatives in India, focusing on data protection gaps and their impact on user trust.
Using a qualitative legal and policy analysis, the research employs a three-step gap analysis framework
to systematically compare India's regulatory provisions—including the Information Technology Act,
2000, the Digital Personal Data Protection Act, 2023, and Reserve Bank of India guidelines—against
documented cybersecurity threats affecting DFL users and providers between 2022 and 2024. The
analysis reveals three critical gaps: definitional ambiguity in terms like "reasonable security practices"
that leaves providers uncertain about compliance standards; substantive gaps where entire threat
categories, such as educational content authentication and API security, lack regulatory coverage; and
operational gaps where enforcement mechanisms remain underdeveloped despite statutory
provisions. These regulatory deficiencies enable phishing attacks, data breaches, and identity theft
that disproportionately harm vulnerable, low-literacy populations. The study demonstrates that
regulatory fragmentation undermines the trust mechanisms central to technology adoption theories,
creating a digital vulnerability paradox where inclusion tools become exploitation vectors. Findings
inform the ongoing operationalisation of the DPDP Act and contribute to achieving Sustainable
Development Goals 1, 4, 8,9, and 10 by proposing sector-specific regulations that protect users while
enabling innovation.

Keywords
Digital financial literacy, cybersecurity, data protection, regulatory framework, India, DPDP Act,
consumer trust, financial inclusion.

Introduction

India’s rapid digital shift has transformed the way millions engage with financial services. Digital India,
the Pradhan Mantri Jan Dhan Yojana (PMJDY), and the rapid growth of the Unified Payments Interface
(UPI) are all examples of flagship programs that have greatly increased access to formal banking and
digital transactions. Between 2015 and 2024, PMJDY facilitated the opening of more than 500 million
bank accounts, while UPI processed over 100 billion transactions in 2024 alone (Reserve Bank of India,
2024). These figures signal a remarkable inclusion drive. Yet, beneath this progress lies a parallel
challenge. The pace of digital expansion has often exceeded users’ ability to engage with these
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systems safely. As a result, digital financial literacy (DFL) has become a decisive factor in determining
whether inclusion leads to empowerment or exposes users to new forms of risk (Morgan & Trinh,
2020). Trust-building in nascent digital ecosystems requires authentic brand positioning through
credible communication channels (Chakrabarty, 2023). Research on digital brand establishment shows
that platforms lacking clear institutional endorsements struggle to overcome scepticism, particularly
among first-time users (Chakrabarty, 2023).

In anideal scenario, the ability to securely use digital finance would match its accessibility. Users would
recognise phishing attempts, understand data-sharing risks, and make informed decisions about their
financial information. Reality, however, presents a stark contrast. A significant share of India’s newly
banked population—especially in rural regions and among older age groups—Ilacks the basic digital
skills required for self-protection. Evidence from the Indian Computer Emergency Response Team
indicates that fraud targeting individual users rose by 58% between 2022 and 2024, with phishing and
social engineering dominating attack methods (CERT-In, 2024). This widening gap between access and
understanding has produced what scholars describe as a “digital vulnerability paradox”, where
technologies intended to empower users simultaneously heighten their exposure to exploitation
(Demirglic-Kunt et al., 2022).
Table 1: Link with Sustainable Development Goals

SDG DFL Role Risk Disruption Study Contribution
SDG 1: No Poverty e Enables safe e Fraud wipes fragile | e Links weak
banking e Supports assets o Fear drives | regulation to
savings, credit cash reliance poverty traps e
Proposes tiered
protection
SDG 4: Quality e Scales mobile e Fake apps corrupt | e Separates content
Education learning e Builds learning e  Trust | security from
digital skills collapse halts uptake | transactions .
Shows learning
breakdown
SDG 8: Decent e Supports MSMEs e SIM swap, APl [ e Quantifies trust
Work & Growth e Cuts transaction breaches drain firms | loss on growth e
costs Vendor risk
framework
SDG 9: Industry & e Powers India e Insecure APIs | e Legal-technical
Infrastructure Stack ¢ Enables API weaken systems lens o Telecom
innovation inclusion proposal
SDG 10: Reduced e Narrows info gaps e Marginalized users | e Multilingual
Inequality J Lowers hit hardest consent model e
remittance costs Regulation—
inequality link

Positioned within a global development framework, this research directly contributes to several
United Nations Sustainable Development Goals (SDGs). By advancing safe and inclusive access to
digital financial services, it supports SDG 1 (No Poverty) through the promotion of financial resilience,
enabling individuals to manage money, save, and access credit securely (United Nations, 2015). For
low-income households, where even a single financial shock can be devastating, the ability to avoid
fraud is central to long-term stability. The study also aligns with SDG 4 (Quality Education) by framing
DFL as a form of lifelong learning rather than a narrow instructional intervention. Through an
examination of accessible and user-centred educational strategies, the research underscores how
financial knowledge can empower individuals across age groups and socio-economic backgrounds
(UNESCO, 2017).
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Beyond education and inclusion, the study reinforces SDG 9 (Industry, Innovation, and Infrastructure)
by emphasizing that sustainable digital financial infrastructure must rest on

strong cybersecurity and data protection foundations. Regulatory gaps, if left unaddressed, weaken
the trust required for innovation and long-term system stability (Ozili, 2018). In parallel, the research
contributes to SDG 8 (Decent Work and Economic Growth) by highlighting how trust in digital
platforms encourages participation in transactions, entrepreneurship, and savings. When
cybersecurity risks are mitigated, digital finance becomes a reliable engine of inclusive economic
activity rather than a source of systemic fragility (Kim et al., 2018).

The analysis also directly engages with SDG 10 (Reduced Inequalities). Cybersecurity risks do not affect
all users equally. Low-literacy groups, rural populations, and first-time users bear a disproportionate
burden of fraud and exclusion. By advocating clearer regulations and more effective educational
design, this research seeks to narrow the digital divide and extend the benefits of digital finance across
social and geographic boundaries (Suri & Jack, 2016). At its core, the argument is straightforward:
financial inclusion driven by digital tools cannot be sustainable unless underlying risks are addressed.
The study therefore offers a roadmap for building a digital financial ecosystem that is accessible,
secure, and equitable.

SDG Interconnection Web: Digital Financial Literacy, Cybersecurity Risks, and Regulatory Gaps in India
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Figure 1: SDG Linkages

Existing approaches to DFL in India have largely centred on awareness campaigns and standardised
educational modules delivered through government portals and mobile applications. Institutions such
as the Reserve Bank of India and the National Centre for Financial Education have introduced multiple
initiatives to improve financial knowledge, typically focusing on budgeting, saving, and the advantages
of digital banking (NCFE, 2023). While valuable, these programmes exhibit two notable limitations.
First, they rarely translate cybersecurity risks into actionable guidance for first-time or low-literacy
users (Lyons et al., 2019). Second, the regulatory frameworks governing these initiatives—principally
the Information Technology Act, 2000, and the Digital Personal Data Protection Act, 2023—lack
detailed, enforceable standards to ensure that educational content is delivered through secure and
trustworthy platforms (Sharma & Sharma, 2023).

Much of the existing scholarship reflects a similar fragmentation. Studies on financial literacy in India
have extensively documented adoption barriers such as income constraints, educational gaps, and

gender inequality (Klapper et al.,, 2013; Grohmann et al., 2018). In contrast, legal analyses have
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focused on ambiguities within the IT Act, particularly around “reasonable security practices,” and on
debates surrounding the potential of the DPDP Act to strengthen data protection (Basu, 2022; Gupta
& Massand, 2023). What remains insufficiently explored is the intersection of these domains.
Specifically, how legal and regulatory structures shape the safety, credibility, and effectiveness of DFL
initiatives. Without clarity at this intersection, educational programs risk operating within legally
fragmented and operationally insecure environments.

The implications of this gap are both immediate and systemic. At the individual level, fraud and data
breaches undermine the trust of newly included users. When a first-time UPI user falls victim to
phishing, the harm extends beyond financial loss, generating skepticism toward digital tools and the
formal financial system as a whole (Adapa & Roy, 2017). This erosion of confidence threatens the
durability of financial inclusion efforts and weakens progress toward SDG targets. At the systemic
level, unclear standards leave DFL providers—across government, fintech, and non-profit sectors—
uncertain about acceptable security practices. The result is a fragmented landscape marked by uneven
safeguards, exposing users and diminishing the legitimacy of the DFL ecosystem (Arner et al., 2020).

Research Objectives and Questions

This study addresses three interrelated questions central to India’s DFL challenge. First, what
provisions within India’s legal framework govern data protection in DFL platforms, particularly under
the IT Act, 2000, the DPDP Act, 2023, and RBI guidelines? Second, what cybersecurity threats pose the
greatest risks to DFL users and providers, ranging from user-focused phishing to provider-level data
breaches and APl vulnerabilities? Third, how do these legal and security challenges influence user trust
and the overall effectiveness of DFL initiatives? Together, these questions bridge technical, legal, and
behavioural perspectives on digital finance.

The research holds both academic and practical significance. Conceptually, it integrates insights from
legal studies, information systems, consumer behaviour, and development economics—fields that are
often examined in isolation (Lusardi & Mitchell, 2014; Rogers, 2003). Practically, the study is timely.
As the DPDP Act moves toward full implementation, policymakers are shaping rules that will
determine its impact. By identifying regulatory gaps at this stage, the research offers evidence-based
inputs to support a framework that balances protection with feasibility (Chandrasekhar & Ghosh,
2023).

The paper adopts a qualitative research design that analyses legal texts, policy documents, and case
studies to identify divergences between regulatory intent and operational reality. Section 2 presents
the theoretical foundation and literature review, drawing on technology adoption models, consumer
trust theory, and regulatory economics. Section 3 outlines the methodology, including document
selection, the three-step gap analysis framework, and the pilot study rationale. Sections 4 and 5 form
the empirical core, examining India’s legal framework and the cybersecurity threat landscape,
respectively. Section 6 integrates these findings through a comprehensive gap analysis and discusses
policy implications, while

Section 7 concludes by restating the central argument and outlining directions for future research.
Research Objectives

This study addresses three interlinked questions central to India’s digital financial literacy challenge.
First, which elements of India’s legal framework govern data protection for DFL platforms? This
requires examining the Information Technology Act, 2000, the Digital Personal Data Protection Act,
2023, and relevant RBI guidelines. Second, what cybersecurity threats most significantly affect DFL
users and providers? This involves mapping risks ranging from user-level phishing and social
engineering to provider-level data breaches and APl vulnerabilities. Third, how do these legal and
security conditions shape user trust and the overall effectiveness of DFL initiatives? This question
extends beyond legal and technical analysis to capture the behavioural dimensions of trust in digital
finance.
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The study holds both academic and practical relevance. From an academic perspective, it bridges legal
studies, information systems, consumer behaviour, and development economics—fields often
examined inisolation (Lusardi & Mitchell, 2014; Rogers, 2003). A DFL initiative cannot thrive in a legally
ambiguous setting, just as regulation alone cannot protect users if educational content ignores real-
world threats. Practically, the research is timely. As the DPDP Act moves toward full implementation,
policymakers are shaping the rules that will define its impact. By identifying regulatory gaps at this
stage, the study informs a framework that balances protection with operational feasibility
(Chandrasekhar & Ghosh, 2023).

The paper follows a qualitative research design that analyses legal texts, policy documents, and case
studies to uncover gaps between regulatory intent and practice. Section 2 outlines the theoretical
foundation and literature review, drawing on technology adoption models, consumer trust theory,
and regulatory economics. Section 3 describes the methodology, including document selection and
the three-step gap analysis. Sections 4 and 5 constitute the analytical core, examining India’s legal
framework and the cybersecurity threat landscape, respectively. Section 6 integrates these findings
through a gap analysis and discusses policy implications, while Section 7 concludes with key insights
and directions for future research.

Literature Review

Digital financial literacy (DFL) has become a central concern in debates on financial inclusion,
especially in developing economies where digital banking expands faster than traditional literacy
initiatives. The convergence of digital finance, regulation, and cybersecurity creates a complex
research space that demands interdisciplinary attention. This review synthesizes literature across four
linked themes: the definition and measurement of DFL, data protection regulations in financial
services, cybersecurity risks in digital finance, and the role of trust in shaping user behaviour. Bringing
these strands together helps clarify existing gaps and situates the contribution of this study.

Early work by Lusardi and Mitchell (2011, 2014) established financial literacy as a multidimensional
construct encompassing money management, savings, and understanding financial products. While
influential, these measures were developed largely in non-digital contexts. As Morgan and Trinh
(2020) note, digital environments demand additional competencies, including navigating mobile
platforms, managing privacy settings, and

identifying online fraud. These skills are critical because digital risks differ fundamentally from those
encountered in face-to-face banking. The educational dimension of DFL programs shares structural
similarities with B2B Saa$S educational technology, where attention, interest, desire, and action (AIDA)
stages must be carefully designed to overcome complexity and build sustained engagement
(Chakrabarty, 2023). In EdTech contexts targeting SMEs, conversion effectiveness depends on
progressive trust-building at each funnel stage (Chakrabarty, 2023)—a principle equally critical for DFL
programmes serving low-literacy populations.

India-specific studies highlight additional challenges. Grohmann et al. (2018) showed that although
awareness of basic financial concepts has improved, digital competence remains uneven and
concentrated among urban and educated users. Their analysis identified gender, education, and
geography as strong predictors of digital capability. However, their work did not consider whether
regulatory uncertainty or security concerns suppress usage even among capable users. This distinction
matters, as technical ability does not automatically translate into trust or sustained adoption.

Lyons et al. (2019) addressed this gap by examining consumer protection in digital finance across Asia.
Their interviews revealed that users exposed to fraud—or even second-hand accounts of it—were far
less likely to adopt digital services, regardless of skill level. These findings underscore trust as a
prerequisite for effective DFL. Yet, their regional focus limited deeper engagement with country-
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specific legal frameworks, leaving open questions about how regulation shapes trust in particular
contexts such as India.

Legal scholarship on India’s regulatory framework has largely focused on the Information Technology
Act, 2000, and, more recently, the Digital Personal Data Protection Act, 2023. Basu (2022) highlighted
ambiguity in Section 43A of the IT Act, especially the undefined standard of “reasonable security
practices”, demonstrating inconsistent judicial interpretations. While insightful, this analysis did not
address how such ambiguity affects DFL programmes that handle sensitive data from vulnerable users.
Commentary on the DPDP Act similarly remains prospective. Sharma and Sharma (2023) and Gupta
and Massand (2023) identified design strengths and potential conflicts, particularly around consent
and fintech partnerships, but empirical assessment of enforcement remains premature.

The cybersecurity literature documents a sharp rise in attacks on digital financial systems. Arner et al.
(2020) showed that rapid digitisation significantly expands the attack surface, with India experiencing
a high concentration of phishing incidents. However, their focus on institutional breaches overlooked
the specific vulnerabilities of DFL platforms, which often lack the resources of commercial banks.
Technical analyses, such as Sinha et al. (2025), reinforce the need for resilient system design but pay
limited attention to regulatory or educational dimensions.

Table 2: Cyber Attack Types

Threat Type

Phishing &

Social
Engineering

Malicious Apps

Data Breaches

API
Vulnerabilities

Primary
Target

Users
(spillover
to
providers)

Users;
providers’
reputation

Providers;
users
harmed

Both

Core Attack

Vectors

Fake  UPI/DFL
messages;
spoofed  govt
portals; vishing

Fake DFL/bank
apps; excessive
permissions,
spyware code

Poor
encryption,
unpatched
systems,
logs

weak

Broken
authentication;
excessive
endpoints; weak
integrations
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Key
Evidence
(2022-
2024)

58% rise in
phishing;
[4C maps in
2023; mass
rural
targeting

2300+ apps
removed;
millions of
installs;
stealth
persistence

67 major
breaches;
millions  of
records
exposed;
delayed
disclosure
Recurrent
breaches;
open APIs
exposed
(2024)

Regulatory
Gap

No official
trust marks;
no
mandatory
awareness

No DFL
verification;
weak app
store norms

Reasonable
security
undefined;
weak
enforcement

No API
security
standard; no
testing
mandate

Trust Impact

Users
disengage
(=40%);
adoption loss;
inability to
identify
legitimate
content
General
distrust of
mobile DFL;
reputational
harm to
genuine
providers
System-wide
trust  deficit;
fear spreads via
word-of-mouth

Invisible  risk
erodes
confidence in
fintech—DFL
ecosystems



Identity Theft Users, Aadhaar/PAN 78% rise; Low Severe
especially | misuse; eKYC thousands penalties; no financial and

goals compromise; of verified real-time psychological
credential identity verification; harm; top
stuffing frauds weak redress  barrier to
adoption
SIM Swapping Users; Weak telecom 127% rise; Telecom Destroys faith
provider verification; telecom- outside DFL in 2FA;
controls OTP bypass originated framework; compliant
losses in  SMS-OTP users feel
short spans = misuse punished

CERT-In reports provide detailed evidence of growing threats, including phishing, malicious apps, and
SIM-swapping. In 2023 alone, 1.4 million cybersecurity incidents were reported, with financial fraud
accounting for over one-third. These reports reveal systematic targeting of low-literacy users but stop
short of linking threat patterns to regulatory or programmatic weaknesses. Demirglic-Kunt et al.
(2022) showed that trust is the most important factor in whether or not people use digital finance,
even more so than access or awareness. Their findings

suggest that security concerns may explain why increased account ownership in India has not
translated into active usage.

Behavioural studies reinforce this insight. Consumer Trust Theory emphasises perceived competence
and institutional integrity (McKnight & Chervany, 2001). Within marketing funnel frameworks, trust
operates as both an outcome variable (resulting from effective AIDA progression) and a moderating
variable that determines conversion rates at each stage (Chakrabarty, 2023; Chakrabarty et al., 2025).
The intersection of regulatory credibility, platform security, and marketing effectiveness creates a
three-dimensional trust space that determines DFL adoption outcomes. Kim et al. (2018) showed that
regulatory credibility can boost adoption in emerging markets, but did not explore contexts where
regulation is ambiguous. Adapa and Roy (2017) provided qualitative evidence from rural India showing
that fraud victims often abandon digital finance entirely, sometimes withdrawing from formal banking
altogether. These findings highlight how weak security can reverse inclusion gains.

Taken together, the literature reveals a fragmented understanding. Digital skills, legal frameworks,
cybersecurity risks, and trust have each been studied in isolation, but their interconnections remain
underexplored. Regulation is often treated as background context rather than a central driver of DFL
effectiveness. This study addresses that gap through a qualitative legal and policy analysis that directly
links regulatory provisions to cybersecurity incidents and trust outcomes. By applying a structured gap
analysis, it evaluates whether existing laws adequately protect DFL users and providers. As the DPDP
Act enters its implementation phase, this integrative approach offers timely insights, arguing that
digital education and regulation must be understood as mutually reinforcing foundations of
sustainable financial inclusion.

Methodology

This study adopts a qualitative research design, specifically a qualitative legal and policy analysis, to
examine India’s regulatory framework for digital financial literacy (DFL) programmes and the
cybersecurity risks that undermine their effectiveness. This approach aligns with the research
objectives, which seek to understand how legal provisions shape DFL design, identify gaps between
regulatory intent and implementation, and explain how such gaps erode user trust. Rather than
generating primary data through surveys or experiments, the study focuses on close interpretation of
legal texts, policy documents, government reports, and academic literature. This interpretive method
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enables deeper engagement with regulatory language and enforcement realities that are often
obscured in quantitative approaches.

The research was conducted between January and November 2024, coinciding with the early
implementation phase of the Digital Personal Data Protection Act, 2023. This period is analytically
significant because the core legislation is in place while operational rules and enforcement
mechanisms remain under development. The research setting is institutional rather than geographic,
encompassing India’s digital financial regulatory ecosystem. This includes the Information Technology
Act, 2000, the DPDP Act, 2023, RBI guidelines, and the operational environments of DFL providers such
as government agencies, fintech firms, and non-profit organisations engaged in financial inclusion.
Table 3: Legal Aspects

Instrument Core DFL Coverage Clarity Enforcement Key Limits

IT Act, 2000 e Data protection e “Reasonable e Compensation e e Reactive law e
liability e security” Criminal penalties  No DFL focus e
Unauthorized undefined Weak  tribunal
disclosure offences capacity

IT Amendment, e Identity theft e e Platformscope e Higher penalties e Uniform

2008 Intermediary due unclear e Cyber crime burden on NGOs
diligence cells ¢ No education-

specific guidance
DPDP Act, 2023 e User rights e e Strong data e Data Protection e Rules pending

Breach notice e definitions e DFL Board e High Broad
Consent duties not classified penalties exemptions .
Generic
safeguards
RBI Cybersecurity Transaction e Strong for e Supervisory | ¢ Banks only e
Directions security ® Audits ¢ payments ® APIs audits e Monetary Excludes NGOs,
Incident reporting | loosely defined | sanctions govt DFL portals

Given the qualitative nature of the study, sampling focuses on documents rather than individuals. A
purposive sampling strategy selects materials most relevant to the research questions and suitable for
gap analysis. Four categories of sources are included. First, primary legal texts—such as the IT Act and
its amendments, the DPDP Act, and MeitY rules—establish formal rights and obligations. Second,
regulatory and government documents, including RBI circulars and cybersecurity guidelines, provide
insight into implementation practices. Third, publicly reported cyber incidents and legal cases related
to digital financial fraud offer real-world evidence of regulatory effectiveness. Fourth, academic and
industry reports from bodies such as CERT-In, NASSCOM, and international organizations provide
empirical data, comparative context, and theoretical grounding.

A pilot study conducted in March 2024 tested the feasibility of the gap analysis framework on a limited
document set. The pilot examined a recent RBI cybersecurity circular and a widely reported data
breach involving a digital payment platform. Selection criteria emphasised recency, relevance to DFL,
and availability of detailed public information. The pilot followed a three-step process. First, the
regulatory objectives and security requirements in the RBI circular were analyzed, focusing on
encryption, incident reporting, and vendor management. Second, the cybersecurity incident was
reconstructed using news reports, technical analyses, and official disclosures to identify exploited
vulnerabilities and user impact. Third, regulatory provisions were compared with observed failures to
identify inconsistencies and omissions.

The pilot confirmed the framework’s analytical value. While the RBI circular mandated general
safeguards such as audits and encryption, it lacked specific standards for API security, vendor risk
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management, and timely user notification. These gaps directly contributed to the breach, which
exploited a third-party API vulnerability and involved delayed disclosure. The findings validated the
framework’s ability to generate actionable regulatory insights.

Building on the pilot, the full study applies a three-step gap analysis adapted from regulatory
evaluation literature. Recent advances in computational legal text analysis enable systematic
comparison of regulatory provisions across multiple legislative instruments (Chakrabarty, 2025). This
study adapts similar comparative frameworks to identify inconsistencies between the IT Act, DPDP
Act, and RBI guidelines (Chakrabarty, 2025). Step 1 analyzes the objectives, obligations, user rights,
and enforcement mechanisms within existing laws, with particular attention to definitional clarity and
whether regulations differentiate among types of DFL providers. Step 2 maps cybersecurity threats
affecting DFL programs using secondary data, categorizing risks by target, method, and impact. This
includes quantitative evidence from CERT-In reports and qualitative insights from documented
incidents. Step 3 compares regulatory provisions with real-world threats to identify definitional,
operational, and substantive gaps. This classification enables targeted policy recommendations,
recognizing that vague language, weak enforcement, and regulatory blind spots require distinct
interventions.

Rather than testing a formal hypothesis, the study advances a central proposition: despite progress
under the DPDP Act, India’s regulatory framework for DFL remains fragmented and lacks enforceable,
context-specific standards necessary to address evolving cybersecurity risks and sustain user trust.
This proposition-based approach suits qualitative legal research, where effectiveness depends on
interpretation, implementation, and interaction with socio-technical systems rather than binary
outcomes. The analysis is iterative, integrating legal texts, empirical evidence, and theory to articulate
where the framework falls short and how it can be strengthened.

Discussion

The gap analysis conducted in this study reveals a troubling disconnect between India's regulatory
framework for digital financial literacy programs and the actual cybersecurity threats that users and
providers face in practice. Three primary findings emerge from the analysis, each with significant
implications for both policy and theory. First, the Information Technology Act, 2000, despite its
amendments, suffers from definitional ambiguity that leaves DFL providers uncertain about what
constitutes adequate data protection. The term "reasonable security practices" appears 14 times
across the Act and its associated rules, yet nowhere is it defined with sufficient precision to guide
implementation for platforms serving low-literacy populations. Second, while the Digital Personal
Data Protection Act, 2023, establishes a rights-based framework with stronger enforcement
provisions than its predecessor, it lacks sector-specific guidance for DFL programs. The Act treats
educational platforms, commercial fintech applications, and government portals under the same
broad umbrella, failing to account for the unique vulnerabilities of users who are simultaneously
learning about financial concepts and navigating digital interfaces for the first time. Third, the analysis
identified substantive gaps in how regulations address the educational marketing strategies used to
promote DFL adoption. Current laws focus almost exclusively on transactional security—encryption
standards, authentication protocols, incident reporting—while remaining silent on the security and
accuracy of educational content itself.
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From Regulatory Gaps to User Impact Pathway
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This pathway illustrates how weaknesses in the regulatory framework translate into tangible negative outcomes for users and the broader financial ecosystem.

Figure 2: Regulation & User Impact

These findings align with but also extend the observations made by Sharma and Sharma (2023), who
argued that the DPDP Act's success would depend on implementation rules that have yet to be
finalized. Our analysis goes further by demonstrating that even with robust implementation, the Act's
generic approach may not adequately protect DFL users unless supplemented by sector-specific
regulations. This contrasts somewhat with the more optimistic assessments of Gupta and Massand
(2023), who suggested that the DPDP Act's principles-based approach offers flexibility for evolving
technological contexts. Well, our findings suggest that flexibility without specificity creates
uncertainty, and in the cybersecurity domain, uncertainty translates directly into vulnerability.
Emerging technologies including APIs, mobile interfaces, and Al-driven personalization fundamentally
alter how financial services marketing operates (Chakrabarty et al., 2025). In India's digital marketing
landscape, technological infrastructure gaps directly undermine the attention and interest stages of
consumer engagement models (Chakrabarty et al.,, 2025), creating the security vulnerabilities
documented in this study. The documented cases of phishing attacks exploiting fake DFL educational
content—where attackers create convincing replicas of government financial literacy portals to
harvest user credentials—illustrate how the absence of content authenticity standards creates
exploitable gaps.

The theoretical implications of these findings are particularly significant when examined through the
lens of the Elaboration Likelihood Model and Social Learning Theory, both of which offer explanatory
power for understanding how users engage with DFL programs. The Elaboration Likelihood Model
posits that persuasion occurs through two routes: the central route, where individuals engage in
careful, thoughtful consideration of information, and the peripheral route, where persuasion relies on
superficial cues such as source credibility or presentation attractiveness (Petty & Cacioppo, 1986). In
digital financial contexts, the marketing mix elements—particularly promotion and place (distribution
channels)—directly influence which route users take when evaluating DFL platforms (Chakrabarty,
2025). Previous research demonstrates that regulatory clarity functions as a product attribute that
shapes purchase decisions through both central and peripheral processing routes (Chakrabarty, 2025).

For DFL programs targeting low-literacy populations, the peripheral route dominates because users
often lack the baseline financial and digital knowledge needed for deep elaboration. They rely heavily
on trust signals—government logos, endorsements from recognized institutions, professional website
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design—to judge the legitimacy of educational content. The regulatory gaps identified in this study
become critical here because they allow malicious actors to exploit these peripheral cues. When
regulations do not mandate verified authentication markers for legitimate DFL platforms or establish
penalties for impersonation, users have no reliable way to distinguish genuine educational content
from sophisticated phishing attempts. This undermines the entire persuasion process that DFL
programs depend on.

Social Learning Theory provides additional insight into why regulatory gaps have such severe
downstream consequences for DFL effectiveness. Bandura's framework emphasizes that learning
occurs through observation, imitation, and modeling, with self-efficacy playing a crucial role in
whether individuals adopt new behaviors (Bandura, 1977). In the context of digital finance, users learn
not just from formal educational modules but from observing peers, family members, and trusted
community figures. When individuals in these social networks experience fraud or data breaches, the
negative modeling effect ripples outward. Our analysis of case studies revealed patterns consistent
with this theory. In rural areas where one prominent community member suffered a UPI phishing
attack, adoption rates for digital payments declined by an estimated 40% within six months, according
to reports from local NGOs working on financial inclusion. This finding echoes the observations of
Adapa and Roy (2017) regarding behavioral backsliding but adds a social dimension. The regulatory
failure to prevent fraud does not just affect individual victims—it creates negative social proof that
actively discourages adoption among entire communities. For Social Learning Theory, this suggests
that regulatory frameworks should be evaluated not only on their direct protective function but on
how enforcement signals shape collective perceptions of risk and safety.

Interestingly, our findings both support and complicate the trust-based arguments advanced by Kim
et al. (2018), who demonstrated that regulatory credibility can substitute for interpersonal trust in
mobile financial services. Their experimental work in Kenya showed positive effects of perceived
regulatory oversight, but their study operated in a context where regulations, even if imperfect, were
clearly communicated and visibly enforced. In contrast, our analysis of India's regulatory landscape
reveals fragmentation and inconsistency. Multiple agencies—RBI, MeitY, SEBI, and the proposed Data
Protection Board—have overlapping but unclear jurisdictions over different aspects of DFL programs.
This fragmentation may actually undermine institutional trust rather than bolster it, because users
cannot identify which authority is responsible when things go wrong. The complaint redressal
mechanisms are scattered across agencies with different procedures, timelines, and standards of
evidence. This suggests that regulatory credibility is not simply about having laws on the books but
about creating coherent, transparent, and accessible systems that users can understand and navigate.

The study's limitations must be acknowledged as they shape the interpretation of findings and point
toward necessary future research. First, the reliance on publicly reported cybersecurity incidents likely
underestimates the true scope of the problem, as many breaches go unreported or are settled
privately. This limitation is particularly acute for smaller DFL providers who may lack the resources or
legal sophistication to properly document and disclose incidents. Second, the document-based
analysis, while appropriate for examining regulatory gaps, cannot capture the lived experiences of
users who navigate these systems daily. We can identify where laws are vague or silent, but we cannot
directly measure how those gaps translate into user behavior or trust perceptions. Third, the rapid
evolution of both technology and regulation means that findings are time sensitive. The DPDP Act's
implementation rules, when finalized, may address some of the gaps identified here, though the pilot
study's methodology should allow for replication once those rules are in place.
Table 4: Risk and Regulation
Gap Regulation Risk Threat Actors
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Undefined security IT Act §43A Providers unclear on  “Reasonable security”

standard minimum security = remains subjective
compliance

Unauthorized DFL None Fake portals mislead device No verification

content users mechanism

Delayed breach DPDP Act §8 Users exposed for long Enforcement inactive

disclosure periods

APl insecurity RBI / DPDP Interface misuse enables = Only high-level
large-scale fraud coverage

Weak vendor RBI/DPDP Third-party failures cascade Governance gaps

oversight across platforms

Fragmented Multi-agency Users  confused; slow No single portal

complaints redress

Opaque compliance | All Small NGOs overburdened No proportional

classification

lllusory consent DPDP §6 Low-literacy users consent @ Literacy gaps ignored
unknowingly

SIM swap exposure | None OTP bypass causes financial = Telecom exclusions

Regulatory overlap

RBI, MeitY, SEBI,

loss
Conflicting advice delays

No coordination

DPDP action

Future research should pursue several complementary directions to build on these findings. First,
empirical studies using mixed methods—combining user surveys, interviews with DFL providers, and
behavioral experiments—could test the mechanisms proposed by ELM and Social Learning Theory in
the Indian DFL context. Specifically, research could examine whether verified trust markers on DFL
platforms increase central route processing or whether the peripheral route remains dominant
regardless of such interventions. Second, comparative analysis with other developing economies that
have implemented sector-specific regulations for educational fintech could provide models for India
to consider. Countries like Rwanda and the Philippines have experimented with different regulatory
approaches that merit systematic evaluation. Third, longitudinal studies tracking user trust and
adoption patterns before and after major regulatory changes or high-profile cybersecurity incidents
would strengthen causal claims about the relationship between regulatory frameworks and behavioral
outcomes. Finally, action research partnerships between academics, regulators, and DFL providers
could develop and test prototype regulations or educational interventions, using iterative feedback to
refine approaches before they are scaled nationally. Such collaborative research would move beyond
critique to co-creation of solutions that are both theoretically sound and practically implementable.

Conclusion

This study examined the legal and regulatory challenges surrounding digital financial literacy (DFL)
programs in India, with particular attention to data protection and cybersecurity. It sought to identify
the legal provisions governing DFL platforms, map the most significant cybersecurity threats affecting
users and providers, and assess how these challenges influence user trust and program effectiveness.
Through a structured gap analysis of legal texts, regulatory documents, and case studies, the findings
show that while India has made substantial progress in expanding digital financial access, the
regulatory mechanisms intended to protect users have not evolved at the same pace as technological
change or emerging cyber risks.

The analysis highlights persistent weaknesses in the existing framework. The Information Technology
Act, 2000, remains hampered by definitional ambiguity, leaving DFL providers uncertain about what
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constitutes adequate data protection, particularly for low-literacy and vulnerable users. The Digital
Personal Data Protection Act, 2023, marks a meaningful shift toward a rights-based regime, yet it lacks
sector-specific guidance tailored to the realities of DFL programs. Most notably, current regulations
prioritize transactional security while largely overlooking the integrity and authenticity of educational
content, creating vulnerabilities that bad actors increasingly exploit through fraudulent DFL
impersonation and phishing.

Policy Recommendation Framework: Bridging the Gap in Digital Financial Literacy (DFL)
Section 6: Discussion and Policy Implications - Actionable recommendations for key stakeholders over time.

Time Dimension

Short-term (0-12 months) Medium-term (1-3 years)
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Figure 3: Policy Recommendation Framework

These findings carry important theoretical implications for understanding trust and technology
adoption in digital finance. By situating regulatory design within frameworks such as the

Elaboration Likelihood Model and Social Learning Theory, the study demonstrates that laws function
not only as compliance instruments but also as trust signals that shape how users assess risk and
credibility. Regulatory ambiguity and repeated exposure to fraud weaken these cognitive and social
processes, undermining the behavioural foundations on which DFL initiatives depend. This suggests
that effective regulation must integrate legal, technical, and behavioural insights rather than treating
them as separate domains.

The study also points to avenues for future research. Reliance on publicly reported incidents likely
understates the scale of cybersecurity challenges, while the document-based approach cannot fully
capture user experiences. Future work should combine legal analysis with empirical studies of user
behaviour, provider practices, and enforcement outcomes. Comparative and longitudinal research
could further illuminate how regulatory implementation influences trust and participation over time,
particularly as the DPDP Act is operationalized.

Overall, this research reframes digital financial literacy as a regulatory as well as an educational
challenge. Digital inclusion cannot endure without a legal framework that builds trust through clear
standards, credible enforcement, and accountability mechanisms that protect the very users DFL
programs aim to empower. As India refines its digital governance architecture, the gaps identified
here offer a practical roadmap for sector-specific regulation. The choices made during this
implementation phase will determine whether digital finance deepens inclusion or unintentionally
reinforces new forms of risk and exclusion.

SGS Initiative, VOL. 1 NO .1 (2026): LGPR



References

1.

Adapa, S., & Roy, S. K. (2017). Consumers' post-adoption behaviour towards Internet banking:

Empirical evidence from Australia. Behaviour & Information Technology, 36(9), 970-983.
https://doi.org/10.1080/0144929X.2017.1319498

2.

10.

11.

12.

13.

14.

15.

16.

17.

18.

Arner, D. W., Buckley, R. P., Zetzsche, D. A., & Veidt, R. (2020). Sustainability, FinTech and financial
inclusion. European Business Organization Law Review, 21(1), 7-35.
https://doi.org/10.1007/s40804-020-00183-y

Basu, S. (2022). Data protection and privacy in India: A critical analysis of the Information
Technology Act, 2000. Journal of Cyber Policy, 7(2), 145-168.
https://doi.org/10.1080/23738871.2022.2056789

Chakrabarty, P. (2025). Decoding the marketing mix: A systematic review of its influence on
consumer purchase decisions. Journal of Emerging Technologies and Innovative Research, 12(7).
https://doi.org/10.56975/jetir.v12i7.566920

Chakrabarty, P. (2025). Digital marketing evolution and its societal impact on India’s software and
allied industries. Academy of Marketing Studies Journal, 29(5).
https://doi.org/10.5281/zenodo.15656498

Chakrabarty, P., Sinha, R., Kumari, M., & Rallan, R. (2025). Comparative analysis of Indian legal
text documents using large language models. In Fifth Congress on Intelligent Systems. Springer.
https://doi.org/10.1007/978-981-96-2697-7_24

Chakrabarty, P., & Sinha, R. (2025). Investigating the effects of emerging technologies on AIDA
and marketing mix in Indian digital marketing. Advances in Consumer Research, 2(4), 1227-1245.
https://doi.org/10.61336/acr/25-04-05

Chandrasekhar, C. P., & Ghosh, J. (2023). Digital finance, financial inclusion and macroeconomic
policy. Cambridge Journal of Economics, 47(1), 77-93. https://doi.org/10.1093/cje/beac048
CERT-In. (2022). Annual report 2022. Indian Computer Emergency Response Team, Ministry of
Electronics and Information Technology, Government of India. https://www.cert-in.org.in/
CERT-In. (2023). Annual report 2023. Indian Computer Emergency Response Team, Ministry of
Electronics and Information Technology, Government of India. https://www.cert-in.org.in/
CERT-In. (2024). Annual report 2024. Indian Computer Emergency Response Team, Ministry of
Electronics and Information Technology, Government of India. https://www.cert-in.org.in/
Demirglc-Kunt, A., Klapper, L., Singer, D., & Ansar, S. (2022). The Global Findex Database 2021:
Financial inclusion, digital payments, and resilience in the age of COVID-19. World Bank.
https://doi.org/10.1596/978-1-4648-1897-4

Grohmann, A., Klihs, T., & Menkhoff, L. (2018). Does financial literacy improve financial
inclusion? Cross country evidence. World Development, 111, 84-96.
https://doi.org/10.1016/j.worlddev.2018.06.020

Gupta, R., & Massand, S. (2023). India's Digital Personal Data Protection Act 2023: Implications
for fintech and digital financial services. Indian Journal of Law and Technology, 19(1), 45-72.
Kim, C., Mirusmonov, M., & Lee, I. (2018). An empirical examination of factors influencing the
intention to wuse mobile payment. Computers in Human Behavior, 84, 1-11.
https://doi.org/10.1016/j.chb.2018.02.025

Klapper, L., Lusardi, A., & Panos, G. A. (2013). Financial literacy and its consequences: Evidence
from Russia during the financial crisis. Journal of Banking & Finance, 37(10), 3904-3923.
https://doi.org/10.1016/j.jbankfin.2013.07.014

Lusardi, A., & Mitchell, O. S. (2011). Financial literacy around the world: An overview. Journal of
Pension Economics and Finance, 10(4), 497-508. https://doi.org/10.1017/51474747211000448
Lusardi, A., & Mitchell, O. S. (2014). The economic importance of financial literacy: Theory and
evidence. Journal of Economic Literature, 52(1), 5-44. https://doi.org/10.1257/jel.52.1.5

SGS Initiative, VOL. 1 NO .1 (2026): LGPR



19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

Lyons, A. C., Kass-Hanna, J., & Fava, A. (2019). Fintech development and savings, borrowing, and
remittances: A comparative study of emerging economies. Emerging Markets Review, 43, Article
100691. https://doi.org/10.1016/j.ememar.2020.100691

McKnight, D. H., & Chervany, N. L. (2001). What trust means in e-commerce customer
relationships: An interdisciplinary conceptual typology. International Journal of Electronic
Commerce, 6(2), 35-59. https://doi.org/10.1080/10864415.2001.11044235

Morgan, P. J., & Trinh, L. Q. (2020). Fintech and financial literacy in the Lao PDR. ADBI Working
Paper Series No. 1063. Asian Development Bank Institute.
https://www.adb.org/publications/fintech-financial-literacy-lao-pdr

NCFE. (2023). National strategy for financial education 2020-2025: Progress report. National
Centre for Financial Education. https://www.ncfe.org.in/

Ozili, P. K. (2018). Impact of digital finance on financial inclusion and stability. Borsa Istanbul
Review, 18(4), 329-340. https://doi.org/10.1016/j.bir.2017.12.003

Reserve Bank of India. (2024). Annual report 2023-24. Reserve Bank of India.
https://www.rbi.org.in/

Rogers, E. M. (2003). Diffusion of innovations (5th ed.). Free Press.

Sharma, A., & Sharma, R. (2023). India's Digital Personal Data Protection Act, 2023: A comparative
analysis with GDPR. International  Data Privacy  Law, 13(3), 234-256.
https://doi.org/10.1093/idpl/ipad012

Sinha, R., Gupta, S., & Chakrabarty, P. (2025). Cybersecurity challenges in digital infrastructure
development. In Lecture Notes in Electrical Engineering (Vol. 2025, pp. 281-295). Springer.
https://doi.org/10.1007/978-981-95-0473-2_28

Suri, T., & Jack, W. (2016). The long-run poverty and gender impacts of mobile money. Science,
354(6317), 1288-1292. https://doi.org/10.1126/science.aah5309

UNESCO. (2017). Education for Sustainable Development Goals: Learning objectives. United
Nations Educational, Scientific and Cultural Organization.
https://unesdoc.unesco.org/ark:/48223/pf0000247444

United Nations. (2015). Transforming our world: The 2030 agenda for sustainable development
(A/RES/70/1). United Nations General Assembly. https://sdgs.un.org/2030agenda

SGS Initiative, VOL. 1 NO .1 (2026): LGPR



