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Abstract 

Biometric authentication systems have also become one of the pillars of the contemporary 

security systems because of their capability of offering reliable and user-friendly identity 

verification. The unimodal biometric systems of the past, which use a single characteristic like 

fingerprint or even face, have been known to have problems with performance reduced to 

noisy conditions of acquisition, spoofing attacks, and intra-class variation. Multimodal 

biometric authentication will overcome these shortcomings by combining more than one 

biometric characteristic hence enhancing strength and accuracy. However, in recent years, 

metrics learning algorithms based on deep learning, especially Siamese networks, have shown 

a high level of ability to learn discriminative embeddings in verification tasks. The paper 

introduces a framework of multimodal biometric authentication using a Siamese network, 

which is aimed at learning joint and modality-invariant feature representations of 

heterogeneous biometric modalities. The proposed architecture builds on parallel modality-

specific encoders and then a Siamese architecture to learn similarities using different 

conditions of acquisition. The architecture of the system, training plan as well as the fusion 

mechanism are addressed. An extensive discussion of the related literature, issues, and the 

scope of future studies is also done. The proposed structure will enhance the accuracy of 

verification, scalability and scalability of multimodal biometric systems in real life. 
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Biometric authentication; Verification systems 

1. Introduction 

As digital services and cyber-physical systems continue to expand at a very high rate, user 

authentication has become highly important as a secure and reliable process. Biometric 

authentication systems are ones that authenticate persons by checking their physiological or 

behavioural features, they have the advantage over password-based authentication in that 

they provide greater security and are more convenient to the user [1,2]. The typical forms of 

biometrics are fingerprint, face, iris, voice, palmprint and gait. Nonetheless, unimodal 

biometric systems face a number of pitfalls including noisy sensor data, spoofing, non-

universality and illumination, pose, aging and environmental variations [3-5]. 

In order to address these shortcomings, multimodal biometric authentication has been 

considered as an attractive alternative in ensuring such constraints are overcome through 

synthesis of more than one biometric characteristic to ensure high recognition rates and 

strength [6,7]. Complementary information in multiple modalities can be used by multimodal 
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systems to eliminate ambiguity and enhance spoofing and sensor fault resistance. However, 

successful fusion and representation learning among heterogeneous biometric information 

are research problems still in existence. 

Recent innovations in deep learning have played a role in the biometric research, especially 

convolutional neural networks (CNNs), recurrent neural networks (RNNs), and transformer-

based architectures [8-10]. One of them, the Siamese networks, a type of neural networks 

developed as similarity learning networks, has been incredibly successful in verification and 

one-shot learning tasks [11,12]. The Siamese architectures are trained to use discriminative 

embeddings by trying to minimize the distance between samples of the same identity and 

maximize the distance between different identities. 

It is based on these developments that this paper suggests a framework of a Siamese network 

that can be adapted to multimodal biometric authentication. The framework is meant to learn 

unified embeddings in many biometric modalities that enhance flexibility in heterogeneous 

and not constrained settings. 

2. Related Work 

2.1 Unimodal and Multimodal Biometric Systems 

First biometrics were mostly based on unimodal characteristics like fingerprints or face 

pictures [13]. These systems work well in controlled settings, but do not work well in real-life 

situations. Multimodal biometric systems solve this problem by combining information of 

more than one modality at various fusion tiers which include sensor-level, feature-level, score-

level and decision-level fusion [14-16]. Fusion at the feature level is especially appealing 

because it may be able to capture inter-modal correlations, but it needs feature 

representations to be compatible. 

2.2. Deep Learning in Biometric authentication. 

Deep learning has transformed the process of biometric authentication using the feature that 

allows the extraction of features automatically and allows the learning of robust 

representations [17]. The CNN-based models have reached state-of-the-art performance of 

face and fingerprint recognition, and deep metric learning-based model is gaining popularity 

in verification tasks [18,19]. In spite of these achievements, there are still a lot of deep 

biometric systems that are modality-specific and do not have cross-modal generalization. 

2.3 Networks to check Siamese Networks. 

The use of Siamese networks appears to have started with signature verification but has since 

been used in face verification, person re-identification and speaker recognition [11,20]. Such 

networks are twin subnetworks, which have shared weights, and which are trained by 

contrastive or triplet loss functions to learn similarity metrics. In recent works, Siamese 

architectures were also applied to multimodalized environments, where they have been 
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shown to be more robust and more capable of generalization [21-23]. Nevertheless, the 

construction of scalable and modality-invariant Siamese constructions is a research topic. 

3. Multimodal Framework Proposed Siamese Network-Based Multimodal Framework. 

The proposed model uses a Siamese architecture to acquire discriminative embeddings to 

various modalities of biometrics. A modality processing encoder network is used on each 

modality, and then an embedding space is shared which is optimized with metric learning. 

3.1 System Overview 

The framework will accept paired multimodal biometric (e.g., face-fingerprint or face-iris) of 

two identities. Every modality is encoded by a modality-specific feature extractor and 

projections of the extracted embeddings in a shared latent space are made. Similarity scores 

are then determined by the Siamese network to check identity match.

 

Figure1: Unified Biometric Authentication Through Multimodal Fusion 

Figure 1 illustrates the overall pipeline of a Multimodal biometric authentication Siamese 

network. It demonstrates parallel modality specific encoders (e.g., face, fingerprint, iris or 

voice) that elicit discriminative properties of each biometric input. These attributes are 

concatenated into the common embedding space where the network acquires identity 

representations that are modality independent. Lastly, similarity computation module (e.g. 

contrastive distance or cosine similarity) is used to compare the embeddings to determine 

whether the inputs are of the same person, which allows to perform effective cross-modal 

authentication. 

3.2 Feature Extraction of a Modality-Specific feature. 

Various biometric modalities have different data attributes. Hence the framework uses 

customized encoders (such as CNNs with images, spectrogram based CNNs with voice) to 
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obtain strong features. It is on the basis of these encoders that they are trained in a 

combination to promote cross-modal alignment and retain some modality-specific 

discriminative information. 

3.3 Siamese Metric Learning 

The Siamese network applies shared weights in order to guarantee similar learning of 

embedding to inputs. Triplet or contrastive loss functions are used to reduce the distances 

within a single class, and increase the separation between classes [24,25]. This is a meaning 

of learning metric strategy which allows the system to make a good generalization to unknown 

identities and different acquisition conditions. 

 

Figure 2: Siamese Network Training Cycle 

Figure 2 illustrates the training scheme of a Siamese network in which pairs of biometric 

samples are presented as positive pairs (identities are the same) and negative pairs (identities 

differ). With contrastive loss optimization, the network is trained to reduce the distance 

between embedding representations of real pairs and maximize the distance between 

impostor pairs to facilitate the ability to accurately perform identity discrimination. 

3.4 Multimodal Fusion Strategy 
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The fusion is done at the embedding level whereby modality-specific embeddings are 

concatenated or weighted by attention. By so doing, this means that the system can 

dynamically focus more on reliable modalities in different conditions. 

4. Experimental Protocol and Evaluation Metrics 

In order to test the effectiveness of the proposed framework, one can use standard biometric 

datasets and protocols. The metrics that are used to measure the performance are accuracy 

in verification, equal error rate (EER), receiver operating characteristic (ROC) curves, and area 

under the curve (AUC) [26-28]. It is advised to use cross-validation and cross-dataset 

evaluation strategies to evaluate the robustness and generalization. 

Author & 

Year 

Modality Architecture Loss 

Function 

Dataset Key 

Performance 

Contribution 

Taigman 

et al., 

2014 

(DeepFac

e) 

Face Deep CNN Softmax LFW 97.35% 

accuracy 

Landmark face 

embedding 

learning [41] 

Parkhi et 

al., 2015 

(VGG-

Face) 

Face VGG-based 

CNN 

Softmax LFW 98.95% 

accuracy 

Large-scale 

face 

representatio

n [42] 

Sun et al., 

2014 

(DeepID) 

Face Multi-CNN Joint 

identificat

ion-

verificatio

n 

LFW 99.15% 

accuracy 

Hybrid metric 

+ classification 

learning [43] 

Ahmed et 

al., 2015 

Person re-

ID 

Siamese 

CNN 

Contrasti

ve loss 

CUHK0

3 

62% rank-1 Early Siamese 

metric 

learning [44] 

Wu et al., 

2017 

Person re-

ID 

CNN + triplet Triplet 

loss 

Market-

1501 

84.9% rank-1 Improved 

triplet 

embedding 

learning [45] 

Zhang et 

al., 2018 

Multimod

al (Face + 

Voice) 

Siamese 

fusion 

Contrasti

ve 

VoxCele

b 

91.2% 

verification 

Cross-modal 

embedding 

learning [46] 
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Kan et al., 

2016 

Face + 

Periocula

r 

Multi-branch 

CNN 

Softmax + 

metric 

CASIA 96.7% 

accuracy 

Feature-level 

multimodal 

fusion [47] 

Shahin et 

al., 2019 

Speaker 

recognitio

n 

Siamese 

CNN 

Contrasti

ve 

TIMIT EER 3.4% Robust 

speaker 

embedding 

learning [48] 

Zhang & 

Deng, 

2020 

Face 

recognitio

n 

ArcFace 

(margin loss) 

Additive 

angular 

margin 

MS1M 99.83% LFW Margin-based 

discriminative 

embeddings 

[49] 

Cao et al., 

2020 

Multimod

al 

biometric

s 

Deep feature 

fusion 

Softmax + 

metric 

Private 

dataset 

97.1% 

accuracy 

Adaptive 

modality 

weighting [50] 

Rattani & 

Ross, 

2018 

Cross-

spectral 

face 

Deep CNN Softmax VIS-NIR 92% accuracy Domain-

robust cross-

modal 

recognition 

[51] 

Chugh et 

al., 2019 

Multimod

al spoof 

detection 

CNN fusion Binary CE LivDet 95% TDR 

@1% FDR 

Multimodal 

anti-spoofing 

[52] 

Hu et al., 

2021 

Face + 

Fingerpri

nt 

Dual-branch 

CNN 

Triplet Private 

dataset 

EER 1.8% Low EER 

multimodal 

embedding 

[53] 

Kisku et 

al., 2022 

Multimod

al (Iris + 

Face) 

Attention-

based fusion 

Margin 

loss 

CASIA-

Iris 

98.4% 

accuracy 

Attention-

guided 

embedding 

[54] 

Deng et 

al., 2022 

Transfor

mer-

based 

face 

Vision 

Transformer 

+ ArcFace 

ArcFace MS1M

V3 

99.85% LFW Transformer-

based 

discriminative 

learning [55] 



SGS Initiative, VOL. 1 NO .4 (2026): LGPR 

 

recognitio

n 

 

5. Challenges and Research Gaps 

Although multimodal biometric systems using the Siamese model have high expectations, it 

comes with a number of challenges. They are the fact that large-scale paired multimodal data 

are not readily available, missing and corrupted modalities, complexity of computation, and 

fairness and privacy [29-31]. The solution to these issues lies in the improvement of data 

augmentation, modality-agnostic learning, and biometric computation with privacy 

guarantees. 

6. Future Scope 

Areas for future research comprise the use of the transformer-based encoders, self-

supervised pretraining of biometric modalities, federated learning of privacy-aware training, 

and explainable AI methods to enhance transparency of the system [32-34]. Also, it is of 

interest to investigate multimodal Siamese frameworks benchmarking on actual attack 

conditions in the real world. 

 

Figure 3: Unveiling the Multimodal Biometric Authentication Ecosystem 

Figure 3 is a multimodal biometric authentication system of the future with edge devices that 

collect and locally preprocess biometric data. Federated learning allows the joint training of 

models in distributed nodes without the exchange of raw data and privacy is maintained. 

Encrypted identity matching, authentication is then done through secure verification servers, 

and lastly, biometric verification is scalable, trustworthy, and real-time. 

7. Conclusion 
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The paper reported a Siamese network-based system of multimodal biometric authentication, 

which focuses on discriminative embedding learning and a robust similarity metric of 

heterogeneous biometric modalities. The proposed solution can be used to improve 

verification accuracy and adaptability in difficult settings, employing modality-specific 

encoders and metric learning. The framework lays a scalable platform to the next-generation 

biometric authentication system and it invites the way to the future studies on the 

development of secure and reliable biometric technologies. 
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