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Abstract: In this paper, the researchers introduce the conclusion and final phase of a twelve-month long
research project that created the ADCTI-AR (Al-based Cyber Threat Intelligence and Adaptive Response)
framework. Based on the systematic literature review and conceptual architecture of Stage |, the data
engineering and initial result representation of Stage Il, Stage lll reports the completion of the most
sophisticated components of the system: The Threat Intelligence Generation (TIG) module including risk-
based prioritization and structured report generation, and the Reinforcement Learning (RL)-based
Automated Response System (ARS) with formal safety constraints. An overall analysis of the fully
integrated ADCTI-AR system including the TABAP (Threat Actor Behavioural Analysis and Prediction)
system is discussed over a six-month implementation in a 200-node production-like laboratory set-up.
The overall system has the Detection rate of 99.14%, the False Positive rate of 0.43%, the Mean Time to
Detect (MTTD) of 1.7s and the Mean Time to respond (MTTR) of 4.2s, which is an improvement of 4.43
percentage points in the detection rate and a 97.3 percent improvement in the Mean Time to Detect

(MTTD) vs the current signature-based IDS.

Index Terms— ADCTI-AR, TABAP, Threat Intelligence Generation, Automated Response, Reinforcement
Learning, Cyber Threat Intelligence, APT Detection, Zero-Day, STIX/TAXII, Explainable Al, SHAP, Proactive

Cybersecurity.

I. INTRODUCTION

The transformation of raw security telemetry into actionable intelligence, between detected
threat and contained incident, is the entire value chain of a modern Cyber Threat Intelligence (CTI) system
[1]. Although the detection pipeline, i.e, data collection, pre-processing, feature engineering, and ML
classification has been well researched and reported in Stages | and |l of this study [2], [3], the downstream
elements of this pipeline have relatively received fewer rigorous studies in the academic literature, i.e,
systematic translation of ML outputs into structured, prioritized, and machine-shareable threat
intelligence, and the creation of safe and autonomous response mechanisms that can act on that threat

intelligence at operational speeds [4].

These elements are directly covered by Stage lll of this research programme and are what

complete the ADCTI-AR model and offer an exhaustive end-to-end CTI pipeline. The contributions of this
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paper are: (i) the design and implementation of the Threat Intelligence Generation (TIG) module, including
risk-based prioritization, behavioral actor profiling, attacker timeline reconstruction, and STIX 2.1-format
report generation; (ii) the development of a safety-constrained Deep Q-Network (DQN) agent for
autonomous cyber incident response; (iii) a comprehensive six-month deployment evaluation of the
complete ADCTI-AR system in a production-equivalent laboratory environment; (iv) full deployment
evidence for the TABAP platform's dashboard, reporting, timeline, and predictive assessment modules;
(v) comparison with relevant state-of-the-art systems; and (vi) an adversarial robustness evaluation

assessing the framework's resilience to ML evasion and data poisoning attacks.

1l. BACKGROUND AND RELATED WORK

Formal Obstructed Threat intelligence sharing Structured Threat Information Expressions
Structured Threat Intelligence Structured Threat intelligence sharing has been formalized by the STIX
(Structured Threat Information Expression)[5] and TAXII (Trusted Automated Exchange of Intelligence
Information) standards, but permits machine-to-machine threshold intelligence sharing between
organizations and platforms [6]. In a detailed study on the challenges of CTl sharing, Sauerwein et al. [7]
have pinpointed the congruency of the intelligence generated by the ML with STIX schemas as one of the
unresolved open issues in the operational integration. This is the challenge that this work meets.

The autonomy of autonomous cyber response has been studied in a series of foundational studies
involving reinforcement learning. The use of policy gradient methods in simulated network defense
problems was first illustrated by Elderman et al. [8]. Johnson et al. [4] DeepQ-Response system developed
that itis possible to train DQN agents to perform well in simulated environments and contain ransomware,
but they are brittle to distribution shift. Unsafe actions have been avoided with safe reinforcement
learning, in which formulating constrained MDPs incorporates formal constraint optimization, has been
used in cyber response by Perera and Silva [9]. The safety constraint architecture that is used in this work

adheres to this and builds upon it.

I1l. FULL ADCTI-AR SYSTEM EVALUATION

A. Deployment Environment

A full installation of the ADCTI-AR system, including all four layers, was installed in a 200-node
network laboratory facility that was kept at GNITS, Hyderabad, over a 6-month test duration (January-
June 2025). Production-equivalent enterprise workloads (domain controllers, file servers, web
applications, database servers, and user workstations) were placed in the environment and implemented
enterprise software stacks. In months 3 and 5, a red team exercise was done but this time, professional

penetration testers were used to perform APT simulation tests such as spear-phishing, harvesting and
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selling credential, lateral movement, and data exfiltration. An IDS system (Snort 3.0) was used in the
evaluation in passive monitoring mode and was running on a legacy signature, and it did not interfere

with the ADCTI-AR operations, instead, it provided baseline comparison data [10].

B. Deployment Results

TABLE |. OPERATIONAL PERFORMANCE OF ADCTI-AR / TABAP FRAMEWORK OVER SIX-MONTH

DEPLOYMENT
Comparison (Baseline
Metric Description
IDS)
Network events evaluated over
Total Alerts Processed | 247,832 N/A
6-month deployment
Critical threats requiring
High-Priority Alerts 6,147 (2.48%) 8,921 (3.60%)
immediate action
True Positive Rate
99.14% Correctly identified attacks 94.71%
(TPR)
False Positive Rate Legitimate traffic flagged as
0.43% 3.82%
(FPR) malicious
Mean Time to Detect Average time from attack onset
1.7 seconds 47.3 seconds
(MTTD) to detection
Mean Time to Average time to initiate
4.2 seconds N/A (manual)
Respond (MTTR) automated containment
89 distinct Source IPs with behavioral
Threat Actors Profiled N/A
actors profiles constructed
Predictive
Forward-looking threat reports
Assessments 31 N/A
issued
Generated
Predictive Assessment % of predicted attacks that
87.1% N/A
Accuracy materialized
APT Campaign Multi-stage APT sequences
7 confirmed 2 confirmed (5 missed)
Detections identified
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Novel attack patterns detected
Zero-Day Alerts 18 flagged 0 (not capable)
by autoencoder

The detailed operation metrics of the six-month deployment assessment are shown in Table |,
and the metrics are compared to the legacy Snort IDS baseline, where applicable. The most significant
operational improvements are: (i) TPR improvement from 94.71% to 99.14%,; (ii) FPR reduction from
3.82% to 0.43%, representing an 88.7% reduction in false alerts; (iii) MTTD reduction from 47.3 seconds
to 1.7 seconds; and (iv) detection of 7 confirmed APT campaigns versus 2 by the baseline (with 5 missed).
The 18 zero-day alerts flagged by the autoencoder module warrant specific attention: 14 of these were
confirmed as novel attack patterns not present in any public threat intelligence feed, with 11 confirmed
as true positives following forensic investigation. This zero-day detection capability is entirely absent in

the Snort baseline system.

C. Adversarial Robustness Evaluation

Adversarial robustness was evaluated using the Carlini-Wagner (CW) L2 attack [10] and the FGSM
attack [23] to craft evasion samples designed to bypass the DNN classifier. Under white-box attack
conditions (adversary has full knowledge of model parameters), the DNN detection rate degrades to
81.3% (from 98.74% on clean data). Nonetheless, the hybrid system, with the use of the LSTM to do the
time modeling and the autoencoder to do the reconstruction error, which are significantly less vulnerable
to gradient-based perturbation, has a detection rate of 94.2% in the same white-box attack scenarios. In
more realistic black-box attack settings (adversary only sees label of output), the rate of ensemble
detection will only drop to 97.8percent. These findings support the significantly high adversarial
robustness of ensemble architecture over single-model methods, as observed in the theoretical analysis

of Tramers et al. [24].

VIIl. CONCLUSION

The paper has provided the concluding phase of a year-long Al/ML-based Cyber Threat
Intelligence study programme that has offered the entire ADCTI-AR framework and operational
implementation in the form of the TABAP platform. The research has made the following principal
contributions to the field of intelligent cybersecurity: (i) a comprehensive, theoretically grounded
systematic literature review identifying key gaps in Al/ML-based CTI; (ii) a large-scale, multi-source dataset
of 3.85 million labeled security events with GAN-based zero-day augmentation; (iii) a 92-dimensional
feature engineering framework integrating statistical, behavioral, and contextual threat features; (iv) a

hybrid ML ensemble achieving state-of-the-art performance at 99.31% accuracy and 0.43% FPR; (v) a risk-
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based threat intelligence generation module with STIX 2.1 output and 87.1% accurate predictive threat
assessment; (vi) a safety-constrained DQN automated response agent achieving 94.7% containment
effectiveness with 4.2-second MTTR; and (vii) SHAP-based explainability demonstrating 34%
improvement in analyst decision-making. The ADCTI-AR framework is the most thoroughly tested and
fully-featured CTI system in the literature, which includes detection, intelligence generation, automated

response, explainability, and APT detection services in a single integrated system.
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