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Abstract: Healthcare diagnostic has been significantly transformed by Artificial Intelligence (Al) that leads
to personalized treatment, precise prediction of disease, and early detection. There is also greater deal of
work done on privacy preservation using Al as well as some emerging studies towards trustworthiness too
in clinical studies. Existing review work are noted to be quite fragmented making it quite challenging to
extract a holistic inference towards influence of Al on healthcare diagnostic. Therefore, the proposed
study introduces a comprehensive, compact, and highly systematic review of Al approaches exercised
towards healthcare diagnostic using Machine Learning (ML), Deep Learning (DL). Adopting PRISMA
methodology, the proposed study presents varied scale of methodologies used in clinical study. The study
contributes to highlighting emerging trends, unsolved challenges, frequently used approach, etc.
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Introduction

The aim of this study is towards systematic review of state-of-the-art Al methodologies used in healthcare
diagnostics, along with reviewing privacy preservation approaches and trustworthy frameworks. The
contribution of this manuscript are as follows: i) The paper presents a granular assessment of Al offering
a comprehensive mapping in healthcare diagnostics, ii) The paper studies emerging privacy-preserving
approaches along with analysis of trustworthy Al dimensions, iii) The paper also presents a quantitative
analysis of latest research trends along with studying trade-offs, iv) Finally, the paper identifies research
gap and unsolved problems.

Research Method

The proposed study adopts Preferred Reporting Items for Systematic Reviews and Meta-Analysis
(PRISMA). The initial process is to frame-up Literature Search Strategy where articles from databases e.g.
IEEE, PubMed, Web of Science, and Scopus is looked upon based on Al approaches, healthcare
applications, and outcomes measures. The inclusion criteria consist of i) articles using ML, DL, privacy
related attributes, trust-based methods towards healthcare diagnosis, ii) articles published between
2020-2025. The exclusion criteria consist of i) any articles towards prognosis without diagnostic outcomes,
ii) articles without any quantitative assessment, and iii) non-English publication. The third stage is called
Study Screening and Selection where 145 articles have been identified in initial search followed by
removal of duplicates resulting in 85 articles.
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Learning Outcomes
Table 1 exhibits increasing quantity of publications while conventional ML models follows next. Study
implementation using encrypted inference and FL are in nascent stage and growing but they are very less
in number of publication in contrast to DL and ML approaches. It is also found that there are very less
number of work carried out towards trustworthiness in Al and it remains quite a less explored area
although it is emerging.

Table 1 Research Trends (2020-2025)

Al Approach Scopus | Web of Science | PubMed | IEEE
ML Methods [1][2] 1,799 | 1,598 1,449 1,189
DL Methods [3][4] 2,682 | 2,423 2,389 1,901
Privacy-Preserving Al [5][6] | 675 591 531 411
Trustworthiness in Al [7][8] | 478 401 389 331

Most Frequently Addressed Problems

Based on 60 number of studies considered in this manuscript, it is noted that most frequently studied
problems is related to diagnosis of cardiovascular disease. There are numerous papers that has already
addressed diagnosis related to myocardial infarction, heart failure, coronary artery disease using mainly
ML models (Ensemble, XGBoost, RF). The other most frequently addressed research problems are related
to diagnosis of lungs and thoracic disease, diabetes, and cancer. All these are mainly researched upon
using DL mostly and in some cased ML too but less in contrast to DL approaches.

Less Frequently Addressed Problems

There are few implementation emphasizing on small-cohort disease or rare disorders. Majority of the
dataset is focused on adult populations while Al diagnostic considering pediatric is very much limited.
There is a very restricted representation of cognitive disorders while few studies have reported real-time
validation on clinical deployment. Generalizability is another ignored perspective in almost every research
work.

Most Frequently Adopted Approaches

RF and CNN are the most frequently adopted classical ML and DL model used in healthcare diagnostics.
Apart from RF, LR and different variants of gradient boosting (AdaBoost, LightGBM, XGBoost) have been
reported in various predictive healthcare analysis. CNN adoption is more inclined towards imaging-centric
diagnostics (histopathology, ultrasound, X-ray, CT, MRI). Further, CNN is also increasingly integrated with
ViT for performance gains. Adoption of FL is quite less in contrast to CNN and transformers in healthcare
analytics; however, it is one of the preferred one for training privacy preservation approaches. They are
also seen to be fused with DP methods. XAl is just a beginning and less concrete modelling is witnessed
now attempting towards interpretability and gaining clinical trust.

Less Frequently Adopted Approaches

Not all approaches are predominantly used; there are certain approaches which have been used but their
frequencies of implementation are found quite lower. There are various approaches like specialized
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boosting methods (LightGBM, XGBoost), hybrid architectures of privacy and trust, blockchain for privacy,
GAN are found to be less frequently adopted towards solving issues pertaining to privacy and
trustworthiness. Apart from this, the landscape of emerging transformer models has not been assessed
outside of core imaging dataset.

Unsolved Problems

The unsolved problems till date are related to external validation and generalizability mainly. Other
unsolved problem is related to adoption of small and imbalanced dataset where prediction of rare disease
is still underdeveloped. Trade-off existing between performance and clinical interpretability as well as
between utility and privacy remains unsolved too. There is also a potential deployment and integration
barriers while mitigation approaches towards fairness and bias in research work is yet to be seen.

Conclusion

A multi-dimensional review and systematic study towards Al utilization in healthcare diagnostic has been
studied in this paper. The prime emphasis was to actually understand the taxonomies of various enlisted
Al models used for solving different problems which are mainly related to diagnosis of specific disease
ranges. The paper analyzes clinical context and disease specific ranges while it also discrete determines
the specific Al model with optimal diagnostic performance. Various emerging privacy preserving methods
e.g. GenAl integration, HE, DP, FL has been studied along with their implications and limitation. The future
work can be carried out towards developing a hybrid Al model for addressing the identified research gap
or unsolved problems in this study. Hybrid Al model can be developed in future that extends privacy-
preserving Al techniques to complex data for real-world applicability. Further, emerging transformer-
centric models can be investigated for optimizing predictive efficient complying with highest standard of
privacy preservation and trustworthiness.
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