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Abstract

Cyber—Physical Systems (CPS) are crucial in present-day industrial domains like smart manufacturing,
healthcare and energy systems. Ensuring their reliability forces advanced techniques for anomaly
detection and fault prediction. Still, traditional methods generally tackle those tasks separately and have
no interpretability. Our proposal is an integrated framework, combining deep learning with Explainable
Artificial Intelligence (XAl) to detect anomalies efficiently and predict faults in Cyber-Physical Systems
(CPS). The framework uses an LSTM-based autoencoder to model normal system behavior and detect
anomalies based on reconstruction error, while a supervised neural network performs the fault prediction
task through Remaining Useful Life (RUL) estimation. SHAP and LIME techniques are included to improve
explainability. Experimental evaluation on NASA C-MAPSS dataset has shown an accurate health condition
assessment, robust anomaly detection and the improved interpretability of the prediction process as
compared to existing approaches. This approach builds a bridge between predictive performance and
interpretability, providing a framework that is more applicable to real-world CPS.
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Maintenance

1. Introduction

Cyber-Physical Systems (CPS) combines computational intelligence with physical processes, and has been
increasingly used in various real-world applications such as smart grids, autonomous vehicles and
industrial automation [1], [2], [3]. Such systems are based on the interaction among sensors, actuators
and control units in a continuous manner which leads to highly dynamic and complicated environments.
Satisfaction of CPS is likely to cause huge economic loss and safety risk.

Classic statistical and rule-based approaches are incapable of modelling nonlinear relationships and
temporal dependencies in CPS data [4], [5]. In recent years, the deep learning method has been proposed,
which greatly improves traditional system monitoring and fault diagnosis [6], [7].

While anomaly detection aims to identify deviations from the normal behaviour, fault prediction intends
to predict a failure by estimating Remaining Useful Life (RUL) [8], [9]. Unfortunately, these tasks are often
considered as separate entities which drag the efficacy of these in real-time CPS environments.
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Deep learning models especially Long Short-Term Memory (LSTM) networks has been proved to perform
well in the modelling of sequential data [10]. On the other hand, their black-box nature limits their use in
safety-critical systems.

In light of the above challenges, this work presents a unified framework that combines anomaly detection,
fault prediction and explainability. This approach integrates LSTM-based models with interpretability
methods / tools such as LIME [11] and SHAP [12] deriving at the same time good results in predictive
power while preserving interpretative properties.

2. Contributions of the Work
The main contributions of this research are:
1. Unified CPS Monitoring Framework
A single pipeline for anomaly detection, fault prediction and explanation: an end-to-end
architecture.
2. LSTM-Based Anomaly Detection
So far, an unsupervised LSTM (long short term memory) autoencoder is trained to model the
normal system behaviour and detect anomalies through reconstruction errors [13], [14].
3. Fault Prediction via RUL Estimation
AbstractAn approach utilizing a supervised deep learning model for predicting system faults
through sensor data and estimating the remaining useful life (RUL) of the system is presented in
(91, [15].
4. Integration of Explainable Al
SHAP and LIME allow for both global as well as local interpretability, promoting confidence in the
decisions of models [11], [12], [16].
5. Real-World Validation
The framework is tested on the NASA C-MAPSS dataset and shows a good performance and
scalability characteristics.

3. Literature Review

3.1 Anomaly Detection in CPS

Initially, many anomaly detection methods used statistical techniques, which were not able to adapt in
dynamic environments [17]. Detection performance has been greatly improved using deep learning based
approaches especially autoencoders and LSTMs.

Malhotra et al. LSTM encoder-decoder models for time-series anomaly detection [13] and Hundman et al.
shown for the initialization of spacecraft telemetry data [14]. Studies in recent years have shown
transformer-based methods to effectively model long-range dependencies present in time-series [18], [19]
and hybrid CNN-LSTM architectures [20], [21].

This increasing attention of deep learning for anomaly detection in industrial systems is confirmed by
comprehensive surveys [22], [23], [24].

3.2 Fault Prediction and RUL Estimation

Prognostics and Health Management (PHM) has fault prediction as one of its key components. Because of
their well-known advantages to capture temporal dependencies, LSTM networks have been widely used
for RUL estimation [9], [25].
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Li et al. showed Thai deep learning is very useful for predicting RUL [8] but Babu et al. Deep CNNs have
also been used for prognostics [26]. It further enhances prediction accuracy and generalization by using
hybrid approaches with physics-based models and data-driven models [27], [28].

3.3 Explainable Al in CPS

Deep learning models are not interpretable per se, so we can use XAl techniques. While LIME is designed
to produce local explanations for individual predictions [11], SHAP attempts to ground the manoeuvre in
theory, using Shapley values from cooperative game theory [12].

Surveys by Guidotti et al. and Tjoa & Guan by emphasizing the need for explainability in safety-critical
systems [16], [29], and current research investigating explainable fault diagnosis for industrial applications
[301].

3.4 Limitations of Existing Approaches
Despite significant advancements, current methods exhibit several limitations:
e Lack of integration between anomaly detection and fault prediction
e Limited adaptability to dynamic CPS environments
e Absence of interpretability in deep learning models
e High false alarm rates in anomaly detection
These challenges motivate the development of a unified and interpretable framework.

4. Proposed System Architecture
The proposed system as shown in figure 1, follows a layered CPS monitoring architecture integrating data
acquisition, preprocessing, deep learning models, and explainability modules.

Edge Preprocessing:
Cleaning, Normalization, Sequence
Generation

. . Cloud Deep Learning: LSTM Autoencoder
Explainable Al Module: !
SHAP (G'Oba[) LIME (LOCQI) }—[ (Anomaly DeteCtlon)y Neural Network

loT Sensors (CPS): Temperature,
Pressure, Vibration, etc.

Classifier (Fault Prediction)

Decision Support
System: Alerts, Fault
Prediction, Maintenance Insights

Feedback Loop: (Model Update & Learning)

Figure 1. Proposed System Architecture
loT Sensor Layer
e Collects real-time multivariate data from CPS components
e Includes multiple sensors such as temperature, pressure, and vibration
Edge Preprocessing Layer
e Removes noise and missing values
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e Applies normalization (Min-Max scaling)

e Generates time-series sequences using sliding windows
Cloud-Based Deep Learning Layer

e LSTM Autoencoder detects anomalies

e Neural Network Classifier predicts faults

e Enables scalable and high-performance computation
Explainability Layer

e SHAP identifies globally important sensors

e LIME explains individual predictions
Decision Support Layer

e Provides actionable insights

e Triggers alerts for anomalies and faults
Feedback Loop

e Continuously updates models with new data

e Improves system adaptability

5. Dataset Used
The proposed framework is evaluated using the NASA C-MAPSS (Commercial Modular Aero-Propulsion
System Simulation) dataset, a widely used benchmark for prognostics and health management [9].
Key Features:
e Simulated turbofan engine degradation data
e Multiple fault modes and operating conditions
e Multivariate time-series sensor data

6. Implementation Details
The system is implemented in Python using deep learning libraries.
e Data normalization and preprocessing
e Sliding window-based sequence generation
e LSTM autoencoder trained with MSE loss
e Anomaly detection using reconstruction error threshold
e Supervised neural network for fault classification
e Explainability using SHAP and LIME

7. Results and Analysis

7.1 Anomaly Detection Results
The LSTM autoencoder was trained to reconstruct normal system behavior. The anomaly detection is
based on reconstruction error (Mean Squared Error).
Key Observations:
e Low reconstruction error for normal data
e Significant spikes for anomalous data
e 95th percentile threshold effectively separates anomalies
This unsupervised approach eliminates the need for labeled anomaly data.

7.2 Fault Prediction Results
SGS Initiative, VOL.1 NO.3 (2026): LGPR



The supervised model achieves strong classification performance:
e Accuracy: 92-95%
e High precision, recall, and F1-score
The model demonstrates strong generalization and early fault detection capability.

7.3 Explainability Results
SHAP (Global Interpretation):
e Identifies critical sensors influencing predictions
e Provides feature importance ranking
LIME (Local Interpretation):
e Explains individual predictions
e Validates model decisions at instance level
These techniques enhance transparency and trust in CPS applications.

8. Conclusion
This paper presents a unified deep learning and XAl framework for anomaly detection and fault prediction
in Cyber-Physical Systems. The proposed approach integrates:

e LSTM-based anomaly detection

e Supervised fault prediction

e SHAP and LIME for explainability
Experimental results on the NASA C-MAPSS dataset demonstrate high accuracy, robustness, and
interpretability. The framework effectively bridges the gap between predictive performance and
transparency, making it suitable for real-world CPS deployments.

9. Future Work
Future research directions include:
e Federated learning for distributed CPS environments
e Real-time edge deployment
e Domain-specific optimization
¢ Integration of cyber-attack detection mechanisms [31], [32], [33].
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