
  

SGS Initiative, VOL.1 NO.6 (2026): LGPR 

Enhanced Cyber Threat Detection Using Hybrid Firefly, Whale, and Grey Wolf 

Optimization Algorithms 
 

Sreekanth Rallapalli1, Weiwei Jiang2  
1Lincoln University College, Malaysia. 
1Department of Master of Computer Applications, 

Nitte Meenakshi Institute of Technology, Yelahanka,  

Bengaluru, Karnataka, India. 
2Beijing University of Posts and Telecommunications, Beijing, China 
1sreekanth.rallapalli@nmit.ac.in 
2 jww@bupt.edu.cn 

 

Abstract: Cybersecurity threats have become increasingly sophisticated due to the rapid growth of digital 

infrastructures, cloud computing, Internet of Things (IoT), and artificial intelligence-driven attacks. 

Traditional intrusion detection systems often suffer from high false-positive rates, slow convergence, and 

limited adaptability to dynamic attack patterns. Metaheuristic optimization algorithms have emerged as 

promising approaches for improving cyber threat detection by enhancing feature selection, classification 

accuracy, and optimization efficiency. This paper proposes a comparative framework based on a Hybrid 

Firefly–Whale–Grey Wolf Optimization (FWGWO) algorithm for cyber threat detection. The proposed 

hybrid model integrates the exploration capability of Firefly Optimization (FA), the exploitation strength 

of Whale Optimization Algorithm (WOA), and the leadership-based hunting mechanism of Grey Wolf 

Optimization (GWO). The framework is evaluated using benchmark cybersecurity datasets such as NSL-

KDD, CICIDS2017, and UNSW-NB15. Experimental results demonstrate that the hybrid FWGWO approach 

improves detection accuracy, convergence speed, precision, recall, and F1-score while reducing 

computational complexity and false alarms compared to standalone optimization methods. The proposed 

framework provides an efficient and adaptive solution for intelligent cyber threat detection in modern 

network environments. 
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Introduction 

The rapid evolution of digital technologies has significantly transformed communication systems, cloud 

infrastructures, industrial automation, e-commerce, and online services. While these advancements have 

improved connectivity and operational efficiency, they have also increased the vulnerability of systems to 

cyber threats such as malware attacks, phishing, ransomware, botnets, denial-of-service attacks, and 

insider threats. Organizations across the world face substantial financial and operational losses due to 

sophisticated cyberattacks. 

Traditional security mechanisms such as firewalls and signature-based intrusion detection systems are no 

longer sufficient for detecting modern dynamic attacks. Attackers continuously modify attack patterns to 
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bypass static defense mechanisms. Consequently, intelligent and adaptive cyber threat detection 

techniques are required to analyze large-scale network traffic and identify anomalies effectively. 

Machine learning and optimization algorithms have gained considerable attention in cybersecurity 

research because of their capability to identify hidden patterns and improve classification performance. 

Metaheuristic optimization techniques inspired by natural behaviors provide efficient solutions for 

feature selection, parameter optimization, and classification enhancement. 

Among the various optimization algorithms, Firefly Algorithm (FA), Whale Optimization Algorithm (WOA), 

and Grey Wolf Optimization (GWO) have shown promising results in solving complex optimization 

problems. However, each algorithm has certain limitations: 

• Firefly Algorithm provides strong exploration but may converge slowly. 

• Whale Optimization offers effective exploitation but can get trapped in local optima. 

• Grey Wolf Optimization ensures balanced search capability but may suffer from premature 

convergence. 

To overcome these limitations, this paper proposes a Hybrid Firefly–Whale–Grey Wolf Optimization 

(FWGWO) framework for cyber threat detection. The proposed hybrid approach combines the strengths 

of all three algorithms to improve detection performance and optimization efficiency. 

The objectives of this research are: 

1. To design a hybrid optimization framework integrating FA, WOA, and GWO. 

2. To enhance feature selection and cyber threat classification. 

3. To compare the proposed framework with existing optimization approaches. 

4. To evaluate performance using benchmark cybersecurity datasets. 

5. To reduce false-positive rates and improve convergence speed. 

 

Related work 

The rapid expansion of cloud computing, Internet of Things (IoT), artificial intelligence, and interconnected 

digital infrastructures has significantly increased the complexity and frequency of cyberattacks. 

Traditional cybersecurity mechanisms such as signature-based intrusion detection systems (IDS) and rule-

based approaches are often inadequate for detecting sophisticated and zero-day attacks due to their 

inability to adapt dynamically to evolving attack behaviors [1]. Consequently, researchers have 

increasingly explored machine learning, deep learning, and metaheuristic optimization techniques to 

improve cyber threat detection accuracy and adaptability [2]. 

 

Intrusion Detection Systems play a vital role in identifying malicious activities within network 

environments. Conventional IDS techniques generally rely on predefined signatures or statistical 

thresholds, which suffer from high false-positive rates and poor generalization capability against unknown 

attacks [3]. To overcome these limitations, machine learning-based IDS models such as Support Vector 

Machines (SVM), Random Forest (RF), Decision Trees (DT), and Artificial Neural Networks (ANN) have been 

widely adopted [4]. Although these methods improve classification accuracy, their performance heavily 

depends on efficient feature selection and parameter optimization [5]. 

 

Feature selection is a critical component in cyber threat detection because cybersecurity datasets often 

contain redundant, irrelevant, and high-dimensional features. Inefficient feature selection increases 
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computational complexity and reduces detection performance [6]. Metaheuristic optimization algorithms 

have emerged as effective solutions for selecting optimal feature subsets and tuning classifier parameters. 

These algorithms are inspired by natural behaviors and biological processes, enabling them to search large 

solution spaces efficiently [7]. 

 

Among the widely used optimization algorithms, the Firefly Algorithm (FA) has attracted considerable 

attention due to its strong exploration capability and simplicity. FA is inspired by the flashing behavior of 

fireflies and is particularly effective in solving nonlinear and multimodal optimization problems [8]. Several 

studies have applied FA for feature selection in IDS, demonstrating improvements in detection accuracy 

and reduction in false alarms [9]. However, FA sometimes suffers from premature convergence and 

reduced exploitation capability in complex search spaces [10]. 

 

The Whale Optimization Algorithm (WOA), inspired by the bubble-net hunting behavior of humpback 

whales, has also been extensively used in cybersecurity optimization problems [11]. WOA provides strong 

exploitation ability and fast convergence characteristics, making it suitable for optimizing classifier 

parameters and intrusion detection models [12]. Researchers have reported that WOA-based IDS 

frameworks outperform traditional optimization methods in terms of detection rate and computational 

efficiency [13]. Nevertheless, WOA may become trapped in local optima when handling highly dynamic 

cybersecurity datasets [14]. 

 

Grey Wolf Optimization (GWO) is another nature-inspired optimization algorithm modeled on the 

leadership hierarchy and hunting strategy of grey wolves [15]. GWO has demonstrated excellent balance 

between exploration and exploitation, making it effective for feature selection and anomaly detection 

tasks [16]. Several studies have integrated GWO with machine learning classifiers to improve cyberattack 

detection performance on benchmark datasets such as NSL-KDD and UNSW-NB15 [17]. Despite its 

advantages, standalone GWO may experience slower convergence when dealing with large-scale datasets 

[18]. 

 

To address the limitations of individual optimization methods, recent research has focused on hybrid 

metaheuristic algorithms. Hybrid optimization approaches combine the strengths of multiple algorithms 

to achieve better convergence speed, improved exploration–exploitation balance, and enhanced solution 

quality [19]. For instance, hybrid FA-GWO and WOA-GWO models have demonstrated superior intrusion 

detection performance compared to standalone algorithms [20]. Similarly, hybrid optimization combined 

with deep learning techniques has shown promising results in reducing false-positive rates and improving 

classification accuracy in intelligent IDS frameworks [21]. 

 

Benchmark cybersecurity datasets such as NSL-KDD, CICIDS2017, and UNSW-NB15 are commonly used to 

evaluate IDS performance because they contain realistic network traffic and diverse attack categories [22]. 

NSL-KDD improves upon the limitations of the KDD Cup 1999 dataset by eliminating redundant records 

and balancing the dataset distribution [23]. CICIDS2017 provides modern attack scenarios including brute-

force, DDoS, botnet, and web-based attacks, making it suitable for evaluating intelligent threat detection 
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systems [24]. UNSW-NB15 includes contemporary attack patterns and realistic network behaviors 

generated in modern network environments [25]. 

 

Recent studies indicate that hybrid optimization algorithms significantly improve cybersecurity detection 

metrics such as accuracy, precision, recall, F1-score, and convergence speed while reducing false alarms 

and computational overhead [26]. However, there remains a need for adaptive and intelligent hybrid 

frameworks capable of handling dynamic attack patterns and large-scale network environments 

efficiently [27]. Therefore, integrating Firefly Algorithm, Whale Optimization Algorithm, and Grey Wolf 

Optimization into a unified FWGWO framework presents a promising direction for enhancing cyber threat 

detection performance in modern cybersecurity systems [28]. 

 

Key Contribution 

This research proposes a novel Hybrid Firefly–Whale–Grey Wolf Optimization (FWGWO) framework for 

intelligent cyber threat detection. The model combines the exploration capability of Firefly Algorithm, 

exploitation strength of Whale Optimization Algorithm, and leadership-based optimization of Grey Wolf 

Optimization to improve intrusion detection performance. The proposed framework enhances feature 

selection, increases detection accuracy, reduces false positives, and improves convergence speed while 

lowering computational complexity. The system is evaluated using benchmark datasets including NSL-

KDD, CICIDS2017, and UNSW-NB15. Experimental results demonstrate superior precision, recall, and F1-

score compared to standalone optimization methods, making the framework suitable for adaptive and 

intelligent modern cybersecurity environments. A key contribution of this research is the integration of 

three complementary metaheuristic optimization techniques into a unified hybrid framework that 

effectively balances exploration and exploitation. The proposed FWGWO model provides adaptive and 

scalable cyber threat detection capable of handling dynamic attack patterns, thereby improving the 

reliability and efficiency of modern intrusion detection systems. 

 

Method, Experiments and Results 

The proposed Hybrid Firefly–Whale–Grey Wolf Optimization (FWGWO) framework is developed to 

enhance cyber threat detection through intelligent feature selection and optimized classification. The 

methodology consists of data collection, preprocessing, feature extraction, hybrid optimization, 

classification, and performance evaluation. Initially, benchmark cybersecurity datasets including NSL-KDD, 

CICIDS2017, and UNSW-NB15 are collected to represent diverse attack categories such as DDoS, brute 

force, botnet, and intrusion attacks. Data preprocessing is performed using missing value handling, noise 

filtering, normalization, feature encoding, and outlier removal to improve dataset quality and reduce 

inconsistencies. 

Feature selection is then performed using the proposed FWGWO optimization model. The Firefly 

Algorithm provides global exploration of the feature search space using the attractiveness equation: 

 𝛽 = 𝛽0𝑒
−𝛾𝑟2where 𝛽0represents the initial attractiveness,  

𝛾denotes the absorption coefficient, and 𝑟is the distance between fireflies.  

The Whale Optimization Algorithm refines candidate solutions through exploitation using:  

𝑋(𝑡 + 1) = 𝑋∗(𝑡) − 𝐴 ⋅ 𝐷where 𝑋∗(𝑡)represents the best solution,  
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𝐴is the coefficient vector, and 𝐷is the distance vector.  

 

Finally, Grey Wolf Optimization updates solutions using leadership-based hunting behavior:  

𝑋(𝑡 + 1) =
𝑋1+𝑋2+𝑋3

3
where 𝑋1, 𝑋2, and 𝑋3correspond to alpha, beta, and delta wolf positions 

respectively. The optimized feature subset is classified using Random Forest, Support Vector Machine, K-

Nearest Neighbor, and Deep Neural Network classifiers, with Random Forest selected as the primary 

classifier due to its robustness and higher prediction accuracy. 

 

Experimental Setup 

The experiments are conducted using benchmark intrusion detection datasets including NSL-KDD, 

CICIDS2017, and UNSW-NB15. These datasets contain both normal and malicious network traffic records 

representing modern cyberattack scenarios. The proposed FWGWO framework is implemented using 

Python with machine learning libraries such as Scikit-learn and TensorFlow. The system is evaluated on a 

workstation configured with Intel Core i7 processor, 16 GB RAM, and Windows/Linux operating 

environment. 

The datasets are divided into training and testing sets using an 80:20 ratio. During experimentation, the 

population size, iteration count, and optimization parameters of FA, WOA, and GWO are tuned to achieve 

optimal convergence performance. The selected features generated by FWGWO are supplied to machine 

learning classifiers for intrusion detection. Performance is evaluated using metrics including accuracy, 

precision, recall, F1-score, false positive rate, convergence speed, and computational time. 

The evaluation metrics are computed using the following equations. Accuracy is calculated as: 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃+𝑇𝑁

𝑇𝑃+𝑇𝑁+𝐹𝑃+𝐹𝑁
Precision is defined as: 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =

𝑇𝑃

𝑇𝑃+𝐹𝑃
Recall is computed as: 𝑅𝑒𝑐𝑎𝑙𝑙 =

𝑇𝑃

𝑇𝑃+𝐹𝑁
and the F1-score is obtained using: 𝐹1 = 2 ×

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛×𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛+𝑅𝑒𝑐𝑎𝑙𝑙
where TP, TN, FP, and FN represent 

true positives, true negatives, false positives, and false negatives respectively. 

 

Experimental Results and Discussion 

Experimental results demonstrate that the proposed Hybrid FWGWO framework significantly improves 

cyber threat detection performance compared to standalone Firefly Algorithm, Whale Optimization 

Algorithm, and Grey Wolf Optimization methods. The hybrid framework achieves higher classification 

accuracy, better precision and recall, reduced false-positive rates, and faster convergence across all 

benchmark datasets. 

On the NSL-KDD dataset, the proposed model achieves an accuracy exceeding 98%, outperforming 

conventional optimization-based intrusion detection approaches. Similar improvements are observed on 

CICIDS2017 and UNSW-NB15 datasets, where the FWGWO framework effectively identifies modern 

attack patterns including DDoS, brute-force, botnet, and infiltration attacks. The hybrid optimization 

mechanism successfully balances exploration and exploitation, enabling the model to avoid premature 

convergence and local optima problems. 

The Random Forest classifier combined with FWGWO-selected features produces the best overall 

detection performance due to its capability to handle high-dimensional cybersecurity data efficiently. The 

proposed framework also demonstrates lower computational complexity and reduced feature 

dimensionality, thereby improving real-time intrusion detection capability. Experimental analysis 
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confirms that integrating FA, WOA, and GWO into a unified hybrid optimization framework provides 

superior adaptability, scalability, and robustness for intelligent cybersecurity applications in modern 

network environments. 

 

Conclusions 

This paper presented a comparative framework using a Hybrid Firefly–Whale–Grey Wolf Optimization 

algorithm for cyber threat detection. The proposed FWGWO framework combines the exploration 

strength of Firefly Algorithm, exploitation capability of Whale Optimization Algorithm, and leadership-

driven optimization of Grey Wolf Optimization.Experimental evaluation using benchmark cybersecurity 

datasets demonstrated that the hybrid framework achieves superior performance in terms of accuracy, 

precision, recall, F1-score, and false-positive reduction. The proposed model effectively enhances feature 

selection and classification efficiency while maintaining optimization stability. 

The research highlights the potential of hybrid metaheuristic optimization techniques in building 

intelligent and adaptive cybersecurity systems capable of defending against modern cyber threats. 
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