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Abstract: The healthcare sector is gradually becoming the most important prime target for 

cybercriminals due to the nature of data used in the healthcare sector, including patient data, medical 

records, usernames, passwords, and so on. This reality underscores the need to protect these data from 

insider attacks and highlights the importance of digital forensics in the health care sector. This research 

paper explores digital forensic investigation and responses to mitigate insider attacks, supported by the 

Digital Forensic Incident Response (DFIR) framework.  This framework supports identifying the incident 

across its phases, including Preparation, Identification, Containment, Eradication, Recovery, and Lessons 

Learned. The CERT datasets have been taken for the analysis, and they have been pre-processed before 

applying the algorithm. The different machine learning algorithms are incorporated to gain better 

results, and it produces 97.7% accuracy with AdaBoost. The research concludes that the insider attack 

can be eliminated in the health care system using the DFIR investigation process. 
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Introduction 

 

Digital crime is becoming a more common issue across all fields of digitalization. Forensic computing is a 

well-structured field that aims to reduce cybercrime worldwide.  There is a good chance that digital 

evidence will be found in almost every crime.  It is possible to extract information from different data 

sources using digital forensic analysis, which can be used to provide evidence of criminality, exonerate 

suspects, or aid a larger investigation [4].  Insider threats remain one of the most persistent and 

damaging challenges in modern cloud-based environments. Organizations rely on cloud services to store 

sensitive information, deliver business applications, and support distributed workforces, which increases 

the volume and complexity of digital activity that must be monitored for security and forensic purposes.  

There is many software tools are used to do the investigation on the digital crime. FTK (Forensics Tool Kit) 

and EnCase are the most important tools that analyze the feature similarity.[5]. 
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In forensics, tools such as FTK Imager are used to create images of data. This is done because it can pull 

data, which can be converted into important information, so the data can be used as forensic 

evidence.[8] 

 

Every organisation must investigate security breaches and evaluate cyber incidents to take preventive 

measures against future attacks. The healthcare IT experts must know the concepts to effectively 

respond to incidents and protect patient information. The following process must be followed by these 

experts to protect the data and to navigate the complexities of digital crime. 

●​ Data Recovery: It focuses on restoring the lost data or deleted files of the patient.  

●​ Evidence Preservation: It is an important process to collect the digital evidence and preserve it 

for any legal proceedings.  

●​ Incident Response: A well-structured approach to handle a cyber attack that supports minimising 

the damage, also restoring normal operation as quickly as possible, particularly through digital 

forensics investigation and response. 

 

Related work 

Wasyihun et al. [1] wrote the state of the art, challenges, and future directions of cybersecurity. He also 

mentioned the integration of Artificial Intelligence and Machine Learning techniques that help to 

mitigate vulnerabilities in the cyber security filed.   The paper focused on the various applications of 

cyber security, including cyber security in smart cities, smart grid, vehicle communication, and eHealth 

systems. It also discussed many cybersecurity attacks, particularly zero-day attacks. Zero-day attacks have 

been analysed and divided into five stages zero day attacks, pseudo zero day attacks, potential for 

zero-day attacks, potential for pseudo-zero-day attacks, and passive.   They found a solution with 

IoT(Internet of Things), AI, ML, and cloud computing techniques to mitigate the cybersecurity 

vulnerabilities.   

 

Cornelius Itodo et al. [2] described the Digital Forensics and Incident Response (DFIR) Challenges in 

(Internet of Things) IoT Platforms. The IoT platform collects an enormous amount of data generated by 

IoT devices. The data will be shared through the network, and due to the huge collection of data, 

congestion may occur. During the traffic, the attacker will try to modify the data.  The digital forensics 

response plan should be developed to narrow targeted network traffic. Dr. Suneel Pappala et al. [3] 

discussed the vulnerabilities in the various domains, techniques to resolve those vulnerabilities, and 

evaluated the risk assessment.  

 

 Aditya Choudhary [9] briefed about a comparative analysis of digital forensics tools based on 

performance parameters.  The forensic tools  EnCase, FTK, Autopsy, and X-Ways has been analyzed by 

the performance parameters acquisition/processing speed, accuracy/recovery, usability, platform and 

file-system support, resource usage, reporting, and cost.  He discussed different forensic tools and made 

a comparative analysis to gain a better understanding of these tools. 

 

Key Contribution 
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Digital Forensics and Incident Response (DFIR) are like two puzzle pieces that fit together perfectly when 

it comes to managing cybersecurity threats. While each serves a different purpose, when combined, 

they make [6]. Digital forensics is all about figuring out the details of the attack—who did it, how they 

got in, and what they did. Incident response focuses on stopping the attack, fixing the problem, and 

getting everything back to normal. The integration of information technology into healthcare has 

revolutionized how medical services are delivered, recorded, and managed [7]. The main steps of the 

DFIR Process are [9] 

1.​ Preparation:  Building policies and tools for handling incidents 

2.​ Identification: Detecting anomalies indicating a security incident. 

3.​ Containment: Limiting the scope of the breach to prevent further damage. 

4.​ Eradication: Removing the root cause and malicious artifacts. 

5.​ Recovery: Restoring systems to normal operations. 

6.​ Lessons Learned: Post-incident review to strengthen future attacks.  

 

Method, Experiments and Results 

 

The CERT has been taken for analysis, including the logon activity of the user.  The dataset was 

preprocessed, and the pattern was analyzed in the logon dataset to check for the vulnerability of insider 

attacks. The following figures 1a and 1b depict the logon/ log off activity of the users. It helps to analyze 

the pattern of the user logon/ log off activity. If there is a pattern change, then it can be considered as a 

vulnerability, and immediately the DFIR process will be executed to fix the issue. 

 

 

 
 

Figure 1a. The user logon/logoff activity 

 
Figure 1b. The user logon/logoff activity based on 

date 

 
Discussions 
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The machine learning algorithms Support Vector Machine, KNN, Adaboost, Random Forest, and Navie 

bayes method are executed to check the best suitable algorithm to understand the concepts. Among the 

different algorithms, Adaboost produced 97.7% accuracy, and random forest gave 97.5% accuracy. Figure 

2 shows up the performance curve and ROC analysis of these algorithms, also it helps to reduce the False 

Positive in a good way. 

 

Table 1. Evaluation results for the target 

 

 

 

 

Figure 2. Performance curve and ROC analysis 

 

 

Conclusions 

 

Mastering digital forensics investigation and response in healthcare is essential for protecting sensitive 

patient information and ensuring compliance with stringent regulations. This article underscores the 

importance of grasping digital forensics concepts, addressing healthcare-specific challenges, and 

implementing effective tools and techniques. By adopting a structured approach to forensic 

investigations, healthcare organizations can enhance their defenses against cyber threats and improve 

their overall security posture. Based on the research, the tools and techniques have been identified in 

the fields of Digital Forensics and Machine Learning.DFIR guidelines have been implemented to reduce 

insider attacks. The datasets are tested with the Support Vector Machine, KNN, Adaboost, Random 
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Forest, and Navie bayes method. The results were analysed with the performance metrics. Adaboost is 

giving 97.7% accuracy. Furthermore, a deep investigation has to be implemented to remove all 

vulnerabilities in the healthcare system.   
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